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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 07/02/2001 


To: San Francisco 

From: San Francisco v 

Squad 14G/Sa n Jose I^sident Agenc^ 
Contact: SA 

- V 

Approved By: 


Drafted B 3 


Case ID #: 295B-SF-1 


Title: 


(Pending) 


dfe^^LCOMSOFT, aka 
/wiA/^edcomsof t . com; 

-"''Ad: 6 be Systems, Inc.- Victim 
>/lPR Infringement -Copyright Infringement- 
^ Computer Software Matters 

Synopsis: Case opening, Elcomsoft and its officers are allegedly 

involved in violation of the Digital Millenium Copyright Act. 
Complaint received from victim Company. AUSA at San Jose Branch 
of the U.S. Attorney’s Office authorized prosecution on 6/29/01. 

Enclosures: Three pag e fax from A dobe Systems Inc. to Assistant 

United States Attorney I 1 dated 6/26/01 and forwarded to 

San Francisco FBI . 

Details: It is requested that a case be opened relative to 

captioned matter. 

Enclosed fax summarizes a complaint from victim Adobe 
Systems Inc. that a Russian Company doing business as Elcomsoft 
is selling software which “cracks” Adobe’s proprietary product 
known as “eBooks”. The crack is available for purchase on the 
Internet at http://www.elcomsoft.com/aebpr.html. The commercial 
name of the "crack” is Advanced eBook Processor (AEBPR) . , 

\ \i 

Elcomsoft describes it as a program to decrypt eBooks 
in Adobe Acrobat eBook Reader format (PDF files with EBX securiir;^l 
handler) as well as Adobe Acrobat PDF files protected using 
standard security method, WebBuy Technology, or any other Acronatj 
security plug-in (like FileOpen, SoftLock etc.) . The decrypted '\ 
file can be opened in any PDF viewer (e.g. Adobe Acrobat Reader/ 
without any restrictions- i.e, with edit, copy print, annotate^^^ 


/FI 








. • 

To: San Francisco' From: San Francisco 

Re: 295B-SF-NEW, 07/02/2001 



functions enabled. All versions of Adobe Acrobat are supported. 

It also can decrypt eBook Pro (*.EBK) files, extracting all html 
pages and images from them. 

On 6/29/01 representatives of the victim company were 
interviewed by writer and the above facts were verified. The 
victim company has purchased a cracked version which they stated 
works as claimed. They stated that Elcomsoft is using a company 
called Register Now! (www.regnow.com) Dept # 1170-75, PO Box 1816 
Issaquah, Washington 98027, 1-877-353-7297 to collect the $99 fee 
that pays for the unlocking key electronically sent from 
Elcomsoft . 


On 6/29/01 Adobe Representatives stated that 
[ holds the copyright to the Elcomsoft cracking program 
and is slated to speak on July 15, 2001 a t the Defcon9 Hackers 
conference at Las Vegas Nevada J | is scheduled to talk 

about the above cracking program. other name expunged 


Document ation provided by Ad obe Systems, Inc, on 
6/29/01 shows that I I name is listed on the 

actual e- mail send ing the crack to the buyer once payment is 
received. | ~| is listed on the e-mail as Managing Director, 

Elcom Ltd. ; Member of Association of Shareware Professionals 
(ASP) ; Member of Russian Cryptology Association (RCA) . 


revealed that 
at the Defcon9 


On 7/2/01 a c hec k by writer of th e Defcon9 website 

andl lare listed as speakers 


forum. 


On 6/29/01 AUSa[ 


] San Jose Branch of the 


San Francisco United States Attorney’s office stated that there 
appears to be a violation of the Digital Millenium Copyright Act 
on the part of su bi ects (17 U.S.C. Section 1201 (a) (1) - (2 ) , (b) , 


120 (a) - (b) . ) AUSA 


authorized prosecution of the matter. 
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♦ ♦ 
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Jun 26 01 ^12:'^p 


*■ 




Synopsis of Elcomsoft: 

Elcomsoft appears to be a Russian company which is selling software that cracks eBooks. 
The company website is at www.elcomsoft.com . The crack is available for purchase on 
the web at http://www.elcomsoft.com/aebpr.html. It is called the Advanced eBook- 
Processor. 

Here is what the company states about the product: 

"Advanced eBook Processor, or simply ABBPR, is a program to decrypt eBooks in Acrobat eBook Reader 
format (PDF files with EBX security handler), as well as Adobe Acrobat PDF files protected using standard 
security method, WebBuy technology, or any other Acrobat security plug-in (like FileOpen, SoflLock etc). 
Decrypted file can be opened in any PDF viewer (e.g. Adobe Acrobat Reader) without any restrictions -- 
i.c. with edit, copy, print, annotate functions enabled. All versions of Adobe Acrobat are supported. Can 
also decrypt eBook Pro (*.EBK) files, extracting all html pages and images from them”. 

This product is different than the other products the company offers. The other products 
allow people to recover passwords from encrypted files that they (or others) produce. 

This software is used to unlock files that are encrypted with the intent on protecting the 
copyrights of the book publisher. The encryption process is not done by the end user. 
This means that the software is designed to unlock files that the end user does not hold 
the copyright to. This appears to be a violation of the anti-circumvention provisions of 
the Digital Millennium Copyright Act (17 U.S.C. § 1201(a)(l)-(2), (b), 1202(a)-(b).) 

When buying the product from a US location, you can go tlirough a company called 
Register Now! (www.regnow.com - Register Now!, Dept# 1170-75, PO Box 1816, 
Issaquah, WA 98027, 1-877-353-7297). They accept payment for Elcomsoft products 
(via credit card) and notify them when an order has been placed. Elcomsoft will then 
forward the buyer the unlocking key. This unlocking key allows the buyer to turn the 
trial version of the software (which is available for free download) into the full version. 

Because of their involvement, it appears Regi.ster Now! May also be violating the 
DMCA. 


What we have done thus far: 

On June 25, we sent a Cease and Desist email to Elcomsoft at ava@elcomsoft.com . 
requesting they stop selling the software. We also have sent a Cease and Desist letter via 
fax to the US based ISP for IP 189.63.210.56. (Verio Inc.. AttnP ^ |8005 

South Che.ster Street, Englewood, CO 80112, Phone: l ^ I Fax: 303-708-2445) 

On June 26, the US based ISP indicated that they had contacted their customer (another 
ISP), who contacted Elcomsoft. Elcomsoft replied that they are working with Adobe to 
comply. As of this writing, we have not been contacted, and the file is still available on- 
line. No other actions appear to have been taken in response to our requests. 
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Jun 26 01^12:S3p 


by FBI FOlill: 


p.3 


On June 26, we purchased an unlocking key for the product. We currently have a PDF 
copy of the entire web site, the trial version of the software, and an unlocking key. 

Our PR folks are putting together a press release to address the inevitable leak of this 
information to the press. We want to hold off on moving forward on any further actions 
to prevent interference >vith possible criminal prosecution efforts. However, we wish to 
put out a press release as soon as possible. 

Here is an example of what is being considered fro the press release: 

"Adobe is aware of a PDF decryption product released on June 20, 2001 by a 

Russian software company named Eicom. Elcom claims that the product "can 

decrypt eBooks in Acrobat eBook Reader format, as well as Adobe PDF files 

protected using standard security method, WebBuy technology, or any other 

Acrobat security plug-in." We believe Elcom's "Advanced eBook Processor" 

software may be in violation of copyright laws, and are investigating further to determine the 

appropriate action. 

Adobe is currently working to minimize the distribution of this product which we believe may 
compromise the intellectual property rights of our customers and partners." 


What is upcoming: 


*'of Elcomsoft is listed as one of the speakers at DefCon 9 in 
Las Vegas, NV on July 15. His name shows up in the U1 of the tool as the copyright 
holder. He will be speaking on WebBuy security. More info can be obtained at 
http://www.defcon.org/html/defcon-9-speakers.html . 


What we are looking for: 

One of our outside counse l attorneys P | 

I has looked at the DMCA, and is available to talk with [ 

to address the possible criminal and civil remedies afforded. 


We would like to be notified when we can issue a press release on the subject, and/or 
move forward with other means. We are more than willing t o share the pro posed release 


before going public with it. We will need to discuss this with 
review of these materials. 


upon his 



08/01/01 

14:41:48 
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^ FD-192 


Title and Character of Case : 



Date Property Acquired: 
•07/16/2001 


b6 

b7C 


Source from which Property Acquired: ■ ' 

tf||||||||M ELCOMSOFT CO., LTD., MOSCOW, RUSSIA 


Anticipated Disposition; Ar-mi-i tpH Caap Aap.nt : 


Description of Property: Date Entered 

IB 1 


ONE RED ADDRESS BOOK TAKEN FROM RED BACKPACK 

VARIOUS GREEN BUSINESS CARDS W/DISKS TAKEN FROM BACKPACK 

AIRLINE TICKETS TAKEN FROM RED BACKPACK 

DOCUMENTS ENTITLED "DCS" TAKEN FROM BLACK SUITCASE 

BLUE RING BINDER/NOTEBOOK 

COPY OF 1 T?.-MaTT. PT?rnvBPB D FPGM CniT NTBR IN HOTEL ROOM 




CTICE SPEECH NOTES FOUND IN 


BOOKS SECURITY 
SUITCASE 

1 RED BACKPACK CONTAINING PERSONAL BELONGINGS; 


Barcode: E01905435 


Location: SJECR 


0005 


07/17/2001 


< 




2%B-SF-l?o30'i IS I 




07/18/01 

14:16:53 
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Black markings not made by FBI FOlPA 
FD-192 


Title and Character of Case: 



Date Property Acquired: Sour ce from_which Property Acquired: 

07/16/2001 
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Anticipated Disposition: Anrrni-rP!<^ Pv: Caae Aaant: 


Description of Property: Date Entered 

IB 2 


1 - AVTOBANK VISA CARD 

1 - RUSSIAN CARD WITH "50 UNITS" INDICATED; 

Barcode: E01905437 Location: ECR2 LOCKl 

Total Drug Package Weight : Est 

Sealed By: | | Witnessed By: 


CAB5 07/18/2001 

nr>1 1 a-r Va 1 no • 1.00 


Supv. initials 





2 ^ 


Case Number: 
Owning Office: 


295B-SF-130304 
LAS VEGAS 




(BXIFILE 66 - 19087 - 23 /) 


^ -7 


a/./ia! .v- -3 

4 


DATE: 

INITIALS: 


07/18/01 

14:19:30 


” Black markings not made by FBI FOlPA 

FD-192 


ICMIPROl 
Page 1 


Title and Character of Case ; 
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Date Property Acquired: Source from which Property Acquired: 

07/16/2001 


Anticipated Disposition: Acquired Bv 


Case Agent : 


Description of Property: 

IB 3 

SEVENTY- S IX DOLLARS ($76.00); 

Barcode: E01905438 Location: ECR2 

Total Drug Package Weight : 

Sealed By: | | 


Date Entered 


LOCKl 


CAB5 


Est Dollar Value: 
Witnessed By: 


07/18/2001 
76.00 


Case Number: 295B-SF-130304 

Owning Office: LAS VEGAS 


Supv. initials 









ilmiMiii piAiii»ii<>it'i'«'r“ *■•- -- •- 


% 






expunged pursuant to 

NARA job #N1-65-88-3 
(BUFILE 66-19087-237) 

DATE:_J2S^^ 

INITIALS; 









expunged PURSU^ to 

>IARA JOB #N 1 - 65 - 88-3 

/^•DTnxTT P. 66-19087-237) 


DATE;_JZ^^a:^ 
INITIALS: ^201^ 


08/28/01 

12:21:30 
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FD-192 


Title and Character of Case : 
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Date Property Acquired: Source from which Property Acquired: 

08/24/2001 3121 S MARYLAND PKY 

LAS VEGAS NV 


Anticipated Disposition: Acquired Bv: Case Agent: 


Description of Property: 

IB 5 

ONE SONY 3.5 FLOPPY DISK CONTAINING ELCOMSOFT ADVANCED 
EBOOK PROGRAM SOFTWARE 

Barcode: E01905551 Location: ECRl SHELF267 


Date Entered 


08/28/2001 








Ces^ 




Case Number: 
Owning Office: 


LAS VEGAS 


ST- ^ 



EXPUNGED PURSUANT TO 
NARA JOB #N1 -65-88-3 
(BUFILE 66-19087-237) 


DATE:_2/^ 

INITIALSr xnU^ 


08/30/01 • ^ 1 ^ Black markings not«ade« II I M ^ ICMIPROI 

19:42:09 ' FD-192 Page 1 

Title and Character of Case : 










expunged pursuant to 

KARA JOB #Nl-65-88.3 
(BUFILE 66-1^087-237) 

DATE: y/oy^V 
INITIALsT^^gm 

/ 









(BUFILE 65-19087.237) 


12 / 12/02 

17:06:32 
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^ by FBI 

FD-192 


Title and Character of Case : 
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b7C 


Date Property Acquired: 
12/06/2002 


Source from which Property Acquired: 
CART 


Anticipated Disposition: Acquired Bv: 


Case Agent 


Description of Property: Date Entered 

IB 8 

A DDS4 TAPE CONTAINS THE FORENSIC IMAGE OF A FBI GATEWAY 
SOLO 9550 LAPTOP USED FOR COURT 

Barcode: E01995888 Location: SJECR . PRESS3 12/12/2002 




2UB'Sf-/^oSoi 



IB r 





EXPI^G]^D PUHSUANT^TO 
' NARA Job #N1 -65-88-3 
(BUFILE 66-19087-237) 
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FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 

To : Las Vegas 


Attn: 


SSA 


Date; 07/11/2001 

I 


b6 

b7C 


From; San Francisco 

Squad 14G/ S an Jose Resident Agency 
Contact; SA I 


Approved By; 

Drafted By; 

Case ID #; 295A-SF-130304 (Pending) 

Title; E 




as 


dba ELCOMSOFT, aka 
WWW . elcomsof t . com; 

.Adobe Systems, Inc.- Victim 
IPR Inf ringement- Copyright Infringement- 
Computer Software Matters 

Synopsis; Requests Las Vegas arrest of subj ^ct 
well as gathering of additional evidence of 

at the Defcon-9 Hackers Conference at Las Vegas Nevada on other name expunged| 
7/15/01. Also requests SAC Las Vegas concurrence for the San 
Francisco case agent and one additional agent to travel to the 
Las Vegas ^ Division to participate in the arrest and interview of 

Enclosures; One copy of a sealed arrest warrant and sealed 
complaint signed by U.S. Ma gistrate Pa tricia V. Trumbull on 

Details; Reference is mad e to telephone conve rsation between SSA 

I SA I I San Francisco 

Division and SSA |~ | Las Vegas Division on 7/6/01. 

Enclosed complaint summarizes information from victim 
Adobe Systems Inc. that a Russian Company doing business as 
Elcomsoft, was selling software which unlocked Adobe’s 
proprietary product known as “eBooks”. The unlocking key was 
available for purchase on the Internet at 

http://www.elcomsoft.com/aebpr.html. The commercial name of the 
unlocking software program was Advanced eBook Processor (AEBPR) . 

Elcomsoft describes it as a program to decrypt eBooks 
in Adobe Acrobat eBook Reader format (PDF files with EBX security 











To: Las Vegas E'SRh: San Francisco 

Re: 295A-SF-130304, 07/11/2001 


handler) as well as Adobe Acrobat PDF files protected using a 
standard security method, WebBuy Technology, or any other Acrobat 
security plug-in (like FileOpen, SoftLock etc.). The decrypted 
file can be opened in any PDF viewer (e.g. Adobe Acrobat Reader) 
without any restrictions- i.e. with edit, copy print, annotate 
functions enabled. All versions of Adobe Acrobat are supported. 

It also can decrypt eBook Pro (*.EBK) files, extracting all html 
pages and images from them. 


The victim company purchased a copy of the unlocking 
program which they stated worked as claimed. They stated that 
Elcomsoft was using a company called Register Now! 

(www.regnow.com) Dept # 1170-75, PO Box 1816 Issaquah, Washington 
98027, 1-877-353-7297 to collect the $99 fee that paid for the 
unlocking key electronically sent from Elcomsoft. 


On 6/29/01 Adobe Representatives stated that; 

►claims to hold the copyright to the Elcomsoft unlocking 
program and is slated to speak on July .lS^200^at the Defcon-9 
Hackers conference at Las Vegas Nevada, scheduled to 

talk about the above program among other topics . 


Document ation provided by Ad obe Systems, Inc, on 


6/29/01 shows that f | name is listed on the 

actual e-mail sending the unlo cking code to the buyer once 
payment was received. I I was listed on the e-mail as 

Managing Director, Elcom Ltd. ; Member of Association of Shareware 
Professionals (ASP) ; Member of Russian Cryptology Association 
(RCA) . 


b6 

b7C 


As the enclosed complaint and arrest warrant show, the 
above offenses are in violation of the Digital Millenium 
Copyright Act Title 17 United States Code Section 1201(b) (1) (A) 
circumvention of copyright protections and Title 18 United States 
Code Section 2 - aiding and abetting. 

On 7/2/01 a chec]^by San Francisco of the Defcon-9 
website revealed that1^PHP|j||jpll^and l l are listed as 

speakers at the Defcon-9 forum. They are slated to speak on 
Sunday afternoon 7/15/01. ■ 

The San Francisco AUSA prosecuting this matter 

requested that prior to executing the arrest warrant on | other na me expunged 
his presentation be witnessed by an agent, who is not one of tne 
arresting agents for purposes of gathering additional evidence of 
violation of the Digital Millenium Copyright Act. The AUSA 
requested that if possible, this speech/presentation be 
videotape d or otherwise recorded. The AUSA requested that 

be engaged if possible, in conversation to answer the 

following questions: 


2 



To; 

Re; 


Las Vegas San Francisco 

295A-SF-130304, 07/11/2001 


Is he the author of the Advanced eBook Processor 
(AEBPR) being sold by Elcomsoft and does he claim a copyright to 
the program? 


Does this program defeat Adobe Corporation- 
technological measures it created to prevent the reading of e- 
Books on its Acrobat eBook Reader without authority or permission 
of the copyright holder? 


Is 



an employee of Elcomsoft? 


Is Elcomsoft charging money for usage of this program? 


How long is he planning to stay in the United States 
and when does he intend to return to Russia ? (This is for bail 
purposes . ) 


AUSA 

United States Attorney’s Office 


the matter in the absence of AUSA 
week, has been in contact with AUS^ 


S an Jose Branch , San Francisco 
1 wh o is handling 
I durin g instant 
Las Vegas 


ian 


United States Attorney’s Office, relative to the complaint and 
has been familiarized concerning the matter. 


b6 
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♦ ♦ 
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FILE NUMBER 295F-SF-130304 


FOLLOWING SERIAL(S) REMOVED FROM CASE 
FILE AND DESTROYED IN ACCORDANCE WITH 
THE AUTHORITY CONTAINED IN NATIONAL 
ARCHIVES JOB NUMBER Nl-65-88-03. (SEE 
BUFILE 66-19087-237) 


SERIAL(S) # 2. page 4 
DESTROYED BY: MLF 
DATE: 7/2/07 


- 1 - 


FD-302 (Rev. 10-6-95) 


FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 1 !Tl2/ 01 

An observation and review was conducted of the Internet 
“web pages” of Elcomsoft Co. Ltd and it was observed to contain 
language stating: "Hot Read the latest News about our Advanced 
eBook Processor and all the details of our battle with Adobe” 

■ Writer, using a computer mouse, clicked on hyper linked 
text word "News” in the above sentence and was linked to a page 
concerning news about the “Advanced eBook Processor". This page 
was observed to contain written statements saying that a new 
Elcomsoft processor identified as AEBPR 2.2 is now available that 
removes encryption protections from the Adobe eBook Reader 
version 2.2... The page states that the AEBPR 2.2 can be 
downloaded for free but only decrypts 25% of the eBook content. 

It states that a version that does a full decryption is available 
only upon request from journalists and cryptanalysts for 
reviewing and evaluation purposes. 

Under the heading “7/11/2001 More Coverage:” was 
observed the following st±>-heading: 

“ ... E-book security-cracking intrigue...” 

' ■ Using a computer mouse to click on this text which was 
hyper linked, the home page of “PDFzone.com” appeared. This web 
page was observed to contain an article entitled, “E-Book 
security- cracking intrigue.” It was noted that this article 
stated in part as follows: 

“...Vladimir Katalov, Elcomsoft managing director, posted on the 
comp.text.pdf newsgroup that if he must cease offering the 
software -from Russia, Elcomsoft will relocate to another country 
outside the jurisdiction of the Digital Millennium Copyright Act 
and use another ISP, 'and/or make the software available for 
free.’ " 

i 

A copy of the above Inteimet pages which were observed 
were printed and are attached and made part of this FD-3Q2. 


Investigation on 7/12/ 01 at San Jose, CA 


File# 295B-SF-ai30304 


Date dictated 7/12/01 





by SA 1 


[ 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 


it and its contents are not to be distributed outside your agency. 
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Advanced Disk Catalog, password recovery software, e-mail management software, advanc.. Page 1 of 1 


HOT! 


Read tlie latest News about our Advanced eBook Processor and all the 
details of our battle with Adobe. 



July 9, 2001 
July 4, 2001 

June 29, 2001 
June 28, 2001 

June 26, 2001 


New wrsions of Advanced NT Security Explorer and Advanced 
OukkBooks Password Recovery now available. 

New version of Advanced eBook Pi'ocessor has been released: now with 
Adobe Acrobat eBook Reader 2.2 support! Advanced Disk Catalog lias 
been updated, too. 

New version of Advanced ACT Password Recovery has been released. 
New products now available: Advanced Word 2000 Passivord Recovery 
and Advanced Excel 2000 Password Recovery. 

New versions of .Advanced eBook Processor and Advanced NT Security 
Explorer now available. 


older news here... 
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s Download AEBPR 1.01 ^doesn't work with Acrobat Reader 2.2 eBooks: decrypts 
10% of the content! 

» Download AEBPR 2.2 Iworks fine with Reader 2.2; decrypts 25% of the content) 
e Download AEBPR 2.2 from mirror #1 
» Download AEBPR 2.2 from mirror #2 


I here was a lot of press coverage all over the world about our Advanced eBook Processor 
software. We are glad to be recognized so widely, but unfortunately, most of these 
publications contain severe mistakes about our goals, the program facilities, and the situation 
in general. You can find the full story below. 

Please make sure to revisit this page in the future for additional information about this conflict. 
If have any questions and/or would like to link to this page (or write your own story about 
that), please contact us at ebooks@elcomsoft.conn . 


NEW! The only wav vour PDF property can be safe is if you keep it to yourself. Because 
of the ''respect'' model used by the PDF specification, vour encrypted PDF files offer 
about as much strength as dried eggshells! (PDF document) 

If Adobe comes out of this looking like a less secure option than its main competitor 
(which, for the desktop ebook market, is Microsoft), they will lose the support of major 
publishers and find themselves pushed to the sidelines in the electronic publishing 
world. 

Several PDF gurus are now in agreement with the developers of the cracking software, 
by maintaining that the PDF security mechanism offers very weak protection at best. 

We have found that in Acrobat eBook Reader 2.2, the protection has not been improved at all. 
The changes are minimal, and exactly the same (weak) encryption is being used. So we have 
released AEBPR 2.2, which is fully compatible with Acrobat eBook Reader 2.2; get it here . 
here or here . 

Note: this version is able to decrypts 25% of the content — only to demonstrate that Adobe 
technology (used in Adobe Content Server, Adobe WebBuy and Acrobat eBook Reader^ is 
still weak. Fully functional version of AEBPR is available to editors and reviewers only on 

request . 

Note: you can subscribe to our mailing list to get all the latest news about AEBPR. 


We claim that ANY eBook protection, based on Acrobat PDF format (as Adobe.eBook Reader 
is), is ABSOLUTELY insecure just due to the nature of this format and encryption system 
developed by Adobe, i he general rule is: if one can open particular PDF file or eBook on his 
computer (does not matter with what kind of permissions/restrictions), he can remove that 
protection (by converting that file into "plain", unprotected PDF. Not very much experience 
needed. In brief; ANY security plugin (actually, eBooks are protected v/ith security plug-in as 
well: EBX) does nothing but returns a decryption key to Adobe Acrobat Reader or Adobe 
Acrobat eBook Reader. Plug-in can make various hadrware verifications, use parallel port 
dongles, connect to the publisher's web site and use asymmetric encryption, etc, but all ends 
up with a decryption key, because the Reader needs it to open the files. And when the key is 
there, we can use it to decrypt the document removing all permissions. . 

Below is the list (not complete) of Acrobat-based protections supported by Advanced eBook 
Processor: 

« "sta^ard" PDF encryption, 

o BP I ti_Rot13 (used by New Paradigm Resources Group, Inc.), 

« FileOpen (by FileOpen Systems), 

® SoftLock (by SoftLock Services, Inc.), 

® InterTrust DocBox, 
uup;//eicoinsou.coin/aeupi.uiim 
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internet standards Australia 
Adobe’s Web Buy 

o Adobe's eBook Reader {GlassBook Reader) 
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We claim that by aggressively pushing of standards, unapproved by professional 
cryptologiests, to the fast growing electronic books market and with pursuing of independent 
researchers who tries to highlight the problems, Adobe Systems violates the rights of books 
authors and publishers, which may result the unauthorised distribution of their books in the 
internet 


In addition, we v^ould like to state our intention to publish the sources of our software in the 
Internet, and do our best to make them available to everyone all over the world if Adobe 
Systems continues to pursue us. 


06/20/2001 We have released our nev/ program and called it AEBPR (Advanced eBook 
Processor). The only thing the program does is: converting documents from Acrobat eBook 
forrnat (compiled for Adobe Acrobat eBook Reader ) to the plain Acrobat format ( PDF ). 
Again, that’s ali: from one Adobe format to another. But PDF is much wider used, because 
there are (free) PDF viewers for a lot of hardware platforms (from workstations to PDAs) and 
operating systems (Windows, Mac. Linux etc), while Acrobat eBook Reader is available for 
Windows and Mac only. 

This program works only with eBooks you legally own, i.e. purchased from one of online 
stores like Amazon or Barnes & Noble . So we were absolutely sure that the owner of eBook 
has all rights to read the book he ^purchased* where he wants and how he wants. 

The demo version of AEBPR allowed to convert only first 10% of the book content To protect 
unauthorized distribution of eBooks on the piracy market, we have set the "border” price for 
this program - $99, which is much more than an average eBook cost (most eBooks are being 
sold from $1Q to $30, and there are a lot free ones). This version is still available here , but 
works with. Acrobat eBook Reader 2.1 (or older) only, because that was the latest available 
version at that time. 

06/25/2001 We have received a notification from Adobe Anti-Piracy Enforcement Team team 
in which they claimed that our program is Illegal and we need to remove It Immediately from 
our site. They said they give us 5 days otherwise they will "pursue us aggressively". Click here 
to see full version of letter we received from Adobe, 

06/26/2001 We have received an email from our ISP. Verio inc . They wrote that Adobe has 
contacted them to shut down our Web site (again, Immediately). As Adobe wrote to Verio, the 
reason was: the site "offers downloads to their copyrighted software published by Adobe 
Systems." 

Obviously - this is not true, we never distributed any software copyrighted by Adobe Systems. 
But as you can see, Adobe is not even going to collect the correct information (what laws, 
copyrights and terms-of-use have been violated), but just started their aggressive actions 
before 5-day period (they set themselves) has expired. Really, they did not want to give us a 
time to consult with our attorneys! 

Verio gave us 6 hours to remove this page (the one you are reading now). So we moved the 
site to another ISP. 

Click here to read the full text of e-mail we have received from Verio. 

06/27/2001 (2:19:30 PM) Verio has contacted us again, this time not asking for something, 
but just with a notification: 

"Host blocked: www.elcomsoft.com/aebpr.htmI - 198.63.210.56 port 80 (www)" 

You can see, that since they were not able to close our web site completely, they simply 
disabled access to it on their routers. Moreover, they have blocked the whole IP address of 
our server, so not only this site, but also lots of other (not only ours) web sites became 
completely out of reach! 

But we already had a few mirrors ready, and after this unfriendly action from Verio, we have 
updated appropriate DNS records. In 6 hours, our web site was accessible again! 

05/28/2001 (10:57 AM) Adobe has sent a complaint to ReaNow . our billing service (5 days 
are still not expired!). This time they called it "unauthorized distribution of software". You can 
read full text of this letter here . 

RegNow asked us for advice what they should do in this situation. We didn’t want them to be 
iiup :// eicuiiisoiL. com/ aeopr.iuiiu 
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06/28/2001 Heise Online magazine (Germany) published an article a bout this story. Not all in 
this article was correct, but we would like to thank German journalists for their publication - 
they were first who covered the real problem. From this article, we have found out that this 
story first appeared in Wall Street Journal, and that Barnes 6c Noble has stopped sales of the 
books in Adobe Acrobat Reader format. 

Wall Street Journal Online article Is available only in the paid access here, so here is 
the excerpt of the article: 

Barnes 8t Noble, com Inc, temporarily pulled certain electronic books from its Web ske 
(„.) Books available in the Adobe Acrobat eBook Reader format („.) were listed as out- 
of-stock on the site for about 24 hours, starting around 6 p,m. EOT Tuesday 

Michael Fragnito, vice president of the digital group at Barnes & Nobie.com, declined to 
comment on the nature of the problem... 

Susan Altman Prescott, vice president of product marketing for cross-media at Adobe 
Systems Inc., said (... they) learned last Friday that a Russian software program (...) 
was capable of decrypting e-books using the 2, 1 version of Adobe's Acrobat eBook 
Reader, She said Adobe worked through the weekend to resolve the problem and by 
Monday had a new 2,2 version ready. 

A spokeswoman for Amazon said (...) Amazon never stopped selling Acrobat-format e- 
books because the Reader software "was something we were able to swap very 
quickJy.** 

... E-books in the ... MicrosoH formats weren't affected by the problem, according to 
Barnes & Noble.com ... 

And where is the truth? Adobe said that they have fixed the problem on Monday; B&N stopped 
sales on Tuesday evening (after the problem was fixed); and Amazon didn’t stop the sales at 
ail, because they didn’t see any problem there! Isn’t it a result of competition between 
Amazon/Adobe and BaN/MIcrosoft? 

I think that you can find some answers on these questions on B&N site: 

"Can’t Decide Which eBook Is Best for You?" According to Barnes&Npble, Microsoft Reader 
is good for "Businesspeople, Professionals, and Academics"; while Adobe eBook Reader is 
good for "Kids (who) like the full-color, high-quality graphics". 

The fun is also here. For Adobe eBooks funs, B&N recommend to "search our selection of 
Gay & Lesbian eBooks to find everything from fiction to politics. Start with Girls Will Be Girls, 
a collection of stones about women and their relationships, from the author of Heather Has 
Two Mommies." 

Do you want you Kids learn more about Gay & Lesbian relationships? Thus, you need Adobe 
eBook Reader! >) 

Correction: as of07./05. Gay & Lesbian eBooks are not advertised at B&N anymore. 
Unh:>rtundtely, we haven't made a screenshot... 

The same day this story was covered by: 

» Dow Jones News Service 
o Dow Jones Business News 

But we highly recommend you to read article on our favorite Planet eBook - that was the first 
media that tried to highlight the problem instead of publishing sornShlng "hot" about "Russian 
hackers again" . 

06/29/2001 The story was covered by: 

^ The Wall Street Journal Europe 
® I he Aslan Wall Street Journal 

® PCt{p.,OnJineJJDG 

The press coverage now moves to Europe and Asia. 

07/02/2001 More and more European media: 

® ComputerWelt Online (IDG Group, A ustria) 

® Orf On Futurezone (Inspired by Siemens. Austria) 

® defStandart.^^^^ 

® CbmputerPart^^ 
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07/03/2001 More coverage; 

® Wired: Adobe*s security cracked 
^ PlanM eBook: JEjcgmSpftrefutes^Adob^^^^^ 

® Hack the Plahet 

^ Wlzaerd*s Realm: PDF security no so secure after all 
07/04/2001 New version of AEBPR now available 

We have found that in Acrobat eBook Reader 2.2, the protection has not been improved at 
all. The changes are minimal, and exactly the same (v^eak) encryption is being used. So we 
have released AEBPR 2.2. which is fully compatible with Acrobat eBook Reader 2.2: get it 
here , here or her e. Note: this is a demo version: it decrypts only 25% of the content, but 
cannot be "registered” (to have the full functionality) at ail. Full version Is available on request 
only to journalists and cryptanalysts for reviewing and evaluation purposes. 

You can download a demo version of AEBPR here , here or here . And yes, it works with new 
version of Adobe Acrobat eBook Reader (2.2), "which addresses a security Issue” of Reader 
2 . 1 . 

07/05/2001 More coverage: 

® PUBUSHING.ABOUT.COM: Adobe and the Ebook Pirates 
^ PianjetPBF: Moscow Tim^^ 

® Co mputer Chan ne l: Russische Firma bletet Anieitung zum E-Book-Knaken 
^ HispaMP3: Un crack para Acrobat Ebook Reader 
® Pocket PC Thoughts 
® GJi^fika pn-ffne: Sifrpvan 

07/11/2001 More coverage: 

® ETfepok securii^ 

® How Secure is PDF? (in PDF form at) 


Please make sure to revisit this page in the future for additional coverage of this conHictl if 
have any questions or would like to link to this page (or Vv^rite your own story about that), 
please contact us at ebooks@elc o msoft.com . You can also s ubscribe to our mailing list to 
get ail the latest news about AEBPR. 
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NEWS 

E-book security-cracking intrigue 


Search Engine 


ElcomSoft continues to escalate its battle with Adobe’s lawyers and 
software engineers in a "spy-vs.-spy" game of one-upsmanship. A new 
version of its Advanced eBook Processor claims to defeat encryption in 
the newest Acrobat eBook Reader, which Adobe updated in late June to 
deal with Elcom’s original decryption scheme. 



Advanced Scorch 
Site Map 


Receive PDF News in 
your Inbox 


The Russian software company first rocked the PDF world June 20 with 
a $100 software utility called "Advanced eBook Processor," which 
claimed to decrypt Acrobat eBook Reader 2.1 files secured with leading 
protection software from InterTrust, SoftLock and Adobe (among others). 
As can be expected, Adobe Systems took swift action against 
ElcomSoft. The Russians dug in their heels by saying the following at its 
Web site: 


"We claim that ANY eBook protection, based on Acrobat 
PDF format (as Adobe eBook Reader is), is ABSOLUTELY 
insecure Just due to the nature of this format and 
encryption system developed by Adobe. ...The general rule 
is: if one can open particular PDF file or eBook on his 
computer (does not matter with what kind of 
permissions/restrictions), he can remove that protection by 
converting that file into "plain", unprotected PDF. 

"We claim that by aggressively pushing of standards, 
unapproved by professional cryptologiests, to the fast 
growing electronic books market and with pursuing of 
independent researchers who tries to highlight the 
problems, Adobe Systems violates the rights of books 
authors and publishers, which may result the unauthorised 
distribution of their books in the Internet. 

"In addition, we would like to state our intention to publish 
the sources of our software in the Internet, and do our best 
to make them available to everyone all over the world if 
Adobe Systems continues to pursue us." 
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Acrobat and PDF related news 

# • 

of some of the password and usage restrictions of the following e-book 
security protocols: 

* "standard" PDF encryption 

* BPTE_Rot13 (used by New Paradigm Resources Group Inc.) 

* FileOpen (by FileOpen Systems) 

* SoftLock (by SoftLock Services Inc.) 

* InterTrust DocBox 

* Internet Standards Australia 

* Adobe's Web Buy 

* Adobe's eBook Reader (GlassBook Reader) 

A few days after EicomSoft posted version 1 .01 of its decryption 
software, Adobe tightened security in an update to Acrobat eBook 
Reader now in version 2.2. its anti-piracy team then sent a ietterto 
EicomSoft and Verio, the software company’s iSP, requesting that the 
software be removed from the EicomSoft site. 

"As the copyright protection is appiied by the copyright holder, and NOT 
the end user, any claim that the software is designed to assist the end 
user in activity other than iilegai piracy, is unsustainable," an Adobe 
investigator wrote. "Continued offering of this product without Adobe's 
consent constitutes contributory copyright infringement. Adobe has a 
good faith belief that use of the material in this manner is not authorized 
by the copyright owner, or its agent, or the law. This violation is a matter 
of great concern and will be pursued aggressively by Adobe Systems." 

Vladimir Katalov, EicomSoft managing director, posted on the 
comp.text.pdf newsgroup that if he must cease offering the software 
from Russia, EicomSoft will relocate to another country outside the 
jurisduction of the Digital Miiiennium Copyright Act and use another iSP, 
"and/or make the software available for free." 

Barnes & Noble became a part of the story when it briefly stopped selling 
PDF e-books, which showed as "out of stock" to customers. After Adobe 
updated eBook Reader, the e-books came back online. 

The latest twist in the story came when EicomSoft upgraded the 
Advanced eBook Processor, calling its new version 2.2 as well. 

"We have found that in Acrobat eBook Reader 2.2, the protection has 
not been improved at ail," EicomSoft published on its site. "The changes 
are minimal, and exactly the same (weak) encryption is being used. So 
we have released AEBPR 2.2, which is fully compatible with Acrobat 
eBook Reader 2.2." 

Elcomsoft: http://www.elcomsoft.com/aebDr.html 
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More Tod Stories 


E-Business Communication Association - Learn More About Membershi 


fNewsl [Toolboxl 


fPiscussions] [Resources] [Contribute] [Ad 
fSubscribe Now to the PDF World Update! 


tise] [About PDFzone.comI 


PDFzone.com copyright © 1995-2001 InternetBiz.Net • 


webmaster@pdfzone.com 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 7 / 12 /01 

An observation was made and a review conducted of an 
Internet “website” identified as Amazon.com for purposes of 
reviewing that company’s typical procedure for downloading 
electronic books which are also known as e-books. 

Review of the website determined that e-books sold 
through Amazon.com can be viewed after downloading a free e-book 
reader from either Microsoft Corporation or Adobe Corporation. 

The readers were observed to be named “Microsoft Reader” or “Adobe 
Acrobat eBook Reader” respectively. 

The site was observed to define an e-book as a digital 
book that one can read on a computer screen and that some e-books 
can also be read on an electronic device such as a Palm or other 
hand held computer. It stated that in order to read an e-book you 
must have either of the above readers . It explained that the 
reader is free software which must be installed on the computer 
or device to which one downloads the e-book on order to read it . 
It further explained that one must have installed the reader 
prior to purchasing an e-book from the Amazon.com website. 

The site further explains that once an order is placed, 
an e-mail message will be received containing a link to follow 
and the link will take the person to a page where the purchased 
e-book can be downloaded to the installed reader. 

In the “E-Books and Docs” section of the website, the 
following statement was noted under the heading : 

“Is it safe to download e-book readers and e-books?” 

“Yes. You will not download a computer virus or any 
other malicious file when you download e-books or e- 
book readers at Amazon.com. Additionally, both 
Microsoft and Adobe readers have built-in security and 
encryption features to protect against copyright 
violations .” 

Copies of the above pages summarized and observed are 
attached and made part of this FD-302 Report of Interview. 


Investigation on 7/ 12 /-OX ^at San Jose, CA 
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Choose a subject: ^ 


Our Top Questions 

^ What's an e-book? 

^ How do I read an e-book? 

> Can I read e-book s on mv Pocket PC? 

^ Which e-book reader is best for me? 

^ Is it safe to download e-book readers and e-books? 

> Why should I read e-books? 

> Glossary 


e-Book Readers and e- 
Books 

Click here 
to download 
Microsoft 
Reader now for free! 




If you're a newcomer to the world of e-books, the information below 
will answer some common questions, introduce the basic 
terminology surrounding e-books, and point you to the free software 
you need to download to begin enjoying e-books. If you need more 
information than what is provided below, you can read our e-books 
FAQ . 


What's an e-book? 

An e-book, or electronic book, is a digital book that you can read on 
a computer screen. Some e-books can also be read on an electronic 
device such as a Palm or other handheld computer. 

How do ! read an e-book? 

To read an e-book, you must have an e-book reader. A reader is the 
free software that must be installed on the computer or device to 
which you download your e-book in order to read it. You can 
purchase an e-book from Amazon.com at any time, but you must 
have a reader installed on your computer before you can download 
an e-book you have bought. You can download Microsoft Reader or 
Adobe Acrobat eBook Reader for free at Amazon.com. Once you 
have placed your order, you will receive an e-mail message 
containing a link to follow. This link will take you to a page where 
you can download the e-book that you've purchased to your 
installed reader. (If you misplace the e-mail containing this link, 
don't worry: you can get to the download page by visiting the 
relevant order summary. To do that, click the Your Account link in 
the top right comer of any page of our site.) 

Can I read e-books on my Pocket PC? 

Yes, you can read some e-books on your Pocket PC. Visit our 
Pocket PC store to discover which ones and leam more. 


Click here to 
download Adobe 
Acrobat eBook 
Reader now for free! 



Ridin g the Bullet 
mOWNLOAD: 
MICROSOFT READER] 
by Stephen King 

List Price: $2.50 
Our Price: $2.25 
You Save: $0.25 (10%) 



Accelerating Change 
fPOWNLOAD: ADOBE 
READER] 
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Amazon.com: Our Top Questions 




Whfcii e-book reader is best for me? 

Both Microsoft Reader and the Adobe Acrobat eBook Reader will 
allow you to read e-books you can purchase at Amazon.com. You 
can download both readers to your PC or laptop and compare them 
by downloading one of our free e-books . You can also look at our 
e-book reader comparison chart . 

Is it safe to download e-book readers and e- 
books? 

Yes. You will not download a computer virus or any other malicious 
file when you download e-books or e-book readers at Amazon.com. 
Additionally, both Microsoft and Adobe readers have built-in 
security and encryption features to protect against copyright 
violations. 


Our Price: $15.95 




Darth Maul: Saboteur 
(Star Wars) 
(DOimWAD: 
MICROSOFT READER! 
by James Luceno 


Why should I read e-books? 

There are a number of advantages to reading e-books. First, you can 
read them immediately, without having to wait for the title to be 
shipped to you. You can take them with you an)rwhere you take 
your laptop, and the Microsoft and Adobe readers offer features like 
highlighting and search. Also, Amazon.com has many unique 
reference documents available for downloading. These documents 
can be difficult to find in print and often contain timely information 
that many people enjoy having on their PC. 

Glossary 

Adobe Acrobat eBook Reader; Adobe's free software program for 
displaying and reading e-books on PCs and laptops. 

ClearType: Microsoft's technology that dramatically improves font 
display resolution to increase screen readability. ClearType is built 
into Microsoft Reader. 


List Price: $1.00 
Our Price: $1.79 
You Save: $0.20 (10%) 




Isaac Asimov's Robot City 
2 [DOWNLOAD: 
MICROSOFT READER] 
by William F. Wu, Arthur 
Byron Cover 


Dedicated Reader Device; Hardware, such as the Franklin 
eBookMan. that is specifically designed for reading e-books. At this 
time Amazon.com does not offer any titles for these devices. 

Download; The process of copying a file from the Internet onto 
your hard drive. The length of time needed to download a file 
depends on the size of the e-book you order and the speed of your 
computer's modem. Download times for an average-sized e-book 
according to connection speed are as follows: 28.8K = 125 seconds 
or a little over 2 minutes, 56K = 62.5 seconds or a little over 1 
minute, T1 = 2.3 seconds. 

DRM; Digital rights management (DRM) systems help protect the 
copyright of materials by defining how the content can be used. 
These rights are determined by the publishers. 


List Price: $11.20 
Our Price: $8.96 
You Save: $2.24 (20%) 






The Blue Nowhere 
[DOWNLOAD: ADOBE 
READER] 
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e-Book; A book in digital format. Depending on the specific format, List Price: ■$£6;Q0 

the e-book can be read on a computer, PDA, or dedicated reader Our Price: $20.80 

device with the proper software. You Save: $5.20 (20%) 


.ebx: The technical name for the file format that is read by the 
Adobe Acrobat eBook Reader. 


Format: A particular way to store information on a computer. You 
may need special programs to read certain formats, such as 
Microsoft Reader to read .lit fiOies and Adobe Acrobat eBook Reader 
to read .ebx files. 


.lit: The technical name for the file format that is read by Microsoft 
Reader. 


Microsoft Reader: Microsoft's free software program for displaying 
and reading e-books on PCs and laptops. 

p-Book: The term used by the digital world to describe books in 
print form. E-books are digital and p-books are printed and bound. 

PDA: Personal digital assistants (PDAs) are handheld devices that 
can be used for a variety of tasks, depending on the model type. 

With the right software they can store and display e-books. Pocket 
PCs can display free e-books in the Microsoft format offered at 
Amazon.com. 


PDF: Portable Document Format is a format developed by Adobe 
Systems that allows documents to appear on your computer just as 
they would in print. 

POD: Print on demand (POD) is the process of storing a book in 
digital format, then printing and binding that book only when it is 
ordered by a customer. 

Ready for More? 

If you've gotten the hang of downloading e-books and are as excited 
about the technology as we are, check out our other digital 
products, including downloadable music and software . 
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Where's My Stuff? 

• Track your recent orders . 

♦ View or change your orders 
in Your Account . 


Shipping & Returns 

• See our shi Doing rates & 
policies . 

• Return an item (here's our 
Returns Po licy) . 


Need Help? 

• Forgot your password? Click 
here . 

• Redeem or buy a gift 
certificate. 

• Visit our Help department . 


Search jr| 




Your Recent History 

Learn More 

Recently Viewed Categories 

^ Books > e-Books &. e-Docs 

Books 
♦ Ba^ 

Text Only Top of Page 

Book Search | Browse Subjects I Bestsellers | New and Future Releases | Computers and 

Internet 

Bargain Book Outlet | e-Books | Rare and Used 
Amazon.com Home | Directory of All Stores 
Our International Sites: United Kingdom | Germany | Japan | France 
Help I Shopping Cart | Your Account | Sell Items | I-Click Settings 
A bout Amazon.com | Join Our StaJBf 


powcfad iH 


Conditionsjsf Use | Privacy Notice © 1996-2001, Amazon.com, Inc. or its affiliates 
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Reader Comparison Chart 
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■ 

L, ■ V % , 

...... . 

Pric:e 

Free 

Free 

Download time 

10-15 minutes using a 56K modem 

20-25 minutes using a 56K modem 

System requirements 

Windows 95, 98, NT, 2000, ME; 
Internet Explorer 4.0 or later, 13 
MB storage, 16 MB RAM, Intel 
Pentium 75 MHz processor or 
faster, VGA or higher resolution 
monitor and video card capable of 
displaying 256 or more colors 

Windows 95, 98, NT, 2000, ME; 
Internet Explorer 4,0 or later, 12 
MB storage, 32 MB RAM, Intel 
Pentium processor, SVGA color 
display (800 x 600) 

Readinq device 

Laptop or desktop 

Laptop or desktop 

Works on Pocket PC devices 

Yes, with Amazon.com Press titles 
(including all free e-books) 

No 


You can read e-books anywhere 
you take your laptop 

You can read e-books anywhere 
you take your laptop 

Full color 

Yes 

Yes 

Adjustable type size 

Yes, you can use Microsoft’s 
ClearType technology to adjust the 
font size to suit your needs 

Yes, you can use Adobe's 
CoolType technology to adjust the 
font size to suit your needs 

Two-paqe view 

No 

Yes 

Dictionary 

Free download 

Free. The dictionary is included 
when you download the Acrobat 
eBook Reader 

Printabie text 

No 

Yes, with the publisher's 
permission 

Mac- or Linux-compatible 

No 

No 

Searchinq and bookmarkinq 

Yes 

Yes 

Hiqhliqhtinq and note-taiunq 

Yes 

Yes 

Graphics support 

Yes 

Yes 

Text-to-speech capability 

No 

Yes, with Windows 2000 operating 
system and publisher's permission 

Create drawings 

Yes 

No 

Compatible with audibie.com 

Yes, you can listen to digital 
spoken-word content from 
www.audible.com 

No 
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• Did this help? Continue shopping . 

Stiil have questions? Search help or contact us . 


Where’s My Stuff? 

• Track your recent orders . . 

• View or change your orders 
in Your Account . 


Shipping & Returns 

• See our shipping rates & 
policies . 

• Return an item (here's our 
Returns Policy') . 

for ; 


Need Help? 

• Forgot your password? Click 
here . 

• Redeem or buv a gift 
certificate. 

• Visit our Help department . 


Search 


Your Recent History 

Learn More 

Recently Viewed Categories 

Books > e-Books & e-Docs 

@ Books 
• Baby 

Text Only Top of Page 


Amazon.com tiome | Directory of All Stores 
Our International Sites: United Kingdom | Germany | Japan | France 
Help I Shopping Cart | Your Account | Sell Items | 1 -Click Settings 
Abo ut Amazon.com | Join Our Staff 


powered wilh 



Conditions of Use | Privacy Notice © 1996-2001, Amazon.com, Inc. or its affiliates 
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FILE NUMBER 2Q5F-SF-1 30304 


FOLLOWING SERIAL(S) REMOVED FROM CASE 
FILE AND DESTROYED IN ACCORDANCE WITH 
THE AUTHORITY CONTAINED IN NATIONAL 
ARCHIVES JOB NUMBER Nl-65-88-03. (SEE 
BUFILE 66-19087-237) 


SERIAL(S) # 
DESTROYED BY: MLF 

DATE: 7/2/07 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 7/5/ 01 


Adobe Systems Inc. 


eBook Development Group, 1601 Trapelo Rd . Waltham 


Massachus etts 781-434-2 144; Home telephone 


cellphone 


] 


was asked the following question: 


Does the Elcomsoft software program coupled with the 
Elcomsoft unlocking key circumvent protection afforded by a 
technological measure developed by Adobe Systems Inc. for its 
Acrobat eBook Reader either by avoiding, bypassing, removing, 
deactivating, or other wise impairing the technological measure? 

I I responded. "Yes, definitely. My understanding is 

that it does” 


b6 

b7C 


Investigation on 7/5/01 ^at San Jose, CA ( telephonically) 

File » 295B-SF-130304 0 Date dictated 7/5/01 

by SA 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 1 / 3 / 01 . 

The following information was observed and downloaded 
from ELCOMSOFT websites on 7/2 and 7/3/01. The inforroation is in 
text format: Copies of the information was downloaded to a 3 ^4 
diskette and made part of the exhibits section of the 
investigative file. 


ElcomSoft Co. Ltd. 

ElcomSoft Co. Ltd. is a privately owned software development 
company headquartered in Moscow, Russia. Established in 1990, 
Elcom specializes in producing Windows productivity and utility 
applications for businesses and individuals. 

Elcomsoft'S award-winning Password Recovery Software allow 
businesses to continue to use their valuable data when documents' 
passwords are lost, accidently or intentionally. ElcomSoft 
markets password recovery products for Microsoft Office products 
(including Word, Excel, Access, Outlook, Outlook Express, VBA, 
PowerPoint and Visio) , other Microsoft Software (Project, Backup, 
Mail, Schedule-f) , archive products (including ZIP, RAR, ACE and 
ARJ files)', Lotus SmartSuite components (Organizer, WordPro, 

1-2-3 and Approach)', Adobe Acrobat PDF and eBooks and many 
others . 

Elcomsoft'S time- and money-saving E-mail Management Software 
include Advanced Maillist Verify, a program that verifies the 
validity of e-mail addresses before you send messages to them. 
Advanced Direct Remailer, a powerful e-mail system that bypasses 
your ISP's SMTP server and sends e-mails directly to your 
recipients. Autoroute SMTP, a free utility program that makes it 
easy to send e-mails from e-mail accounts on multiple ISP's and a 
few others. 

Elcomsoft'S line of Windows System Utilities includes Advanced 
Registry Tracer, an utility that takes a snapshot of your Windows 
Registry and allows you to recover from systems crashes. Advanced 
NT Security Explorer, an application that makes it easy for NT 
Systems Administrators to identify and close security holes, and 
Advanced Disk Catalog, fast and powerful cataloguer for differend 
kind of media such as hard disks and CD-ROMs. 


Investigation on 7/2-3/ 01 ^at San Jose, CA 

Date dictated 7/3 / 01 

b6 
b7C 


File# 

by SA 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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ElcomSoft Co. Ltd. is a member of the Russian Cryptology 
Association (RCA) and a lifetime member of the Association of 
Shareware Professionals (ASP) . ElcomSoft is also a Microsoft 
Independent Software Vendor (ISV) partner. 

All of ElcomSoft 's software is available for dpwnload from the 
Internet's most popular download sites, where it has consistently 
won top honors, including 5 cows on TUCOWS, 5 stars on ZDNet, 
WUGNET's "pick” desgination, SoftSeek editor's pick, and hundreds 
of other awards. 

(Separate Page) 

[ HOME I FEEDBACK | UP TO PAGE ] 


June 29, 2001 

New version of Advanced ACT Password Recovery has been released. 
June 28, 2001 

New products now available: Advanced Word 2000 Password Recovery 
and Advanced Excel 2000 Password Recovery. 

June 26, 2001 

New versions of Advanced eBook Processor and Advanced NT Security 
Es^lorer now available. 

Jxme 21, 2001 

New product has been released: Advanced Outlook Express Password 
Recovery . 

June 20, 2001 

New product has been released; Advanced eBook Processor. Decrypt 
eBooks for Adobe Acrobat eBook Reader and PDF's protected with 
all security plug-ins, including WebBuyl 


(Separate Page) 
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ElcomSoft Co. Ltd. 

Contact : support@elcomsof t . com 
Addressl: 2-171 generala Antonova st. 

City: Moscow 

Zip: 117279 

Count iry: Russia 

Phone: +7 095 2167937 

Fax: +7 095 2167937 

URL: http://www.elcomsoft.com 

Description: Elcom Ltd. 

Elcom is a private russian company established in 1990. The main 
activities are: * Developing parallelsoftware for 
transputers/i860/C40/Alpha CPUs * Integrating non-standard 
hardware into Microsoft Windows/Windows' 95 /Windows NT *Developing 
various shareware programs * Custom software development. 
Available products (commercial) : Windows Server, Windows Library, 
DDE Library. Available products (shareware) : Advanced Disk 
Catalog, Advanced Maillist Verify, Advanced Direct Remailer, 
Advanced Registry Tracer, Advanced .ZIP Password Recovery, 
Advanced ARJPassword Recovery, Advanced Office 95 Password 
Recovery, AdvancedWord 95 Password Recovery, Advanced Excel 95 
Password Recovery, Advanced Office 97 Password Recovery, Advanced 
Word 97 PasswordRecovery, Advanced Excel 97 Password Recovery, 
Advanced AccessPassword Recovery, Advanced VBA Password Recovery, 
Advanced Outlook Password Recovery, Advanced Money Password 
Recovery, Advanced BackupPas sword Recovery, Advanced NT Security 
Explorer, Origami forWindows. Supported hardware (CPUs) : Intel 
x86 (Pentium ect) , Inteli860, Digital Alpha, Inmos (SGS-Thomson) 
T4 transputer, Inmos (SGS-Thomson) T8 transputer. 

(Separate Page) 

Advanced eBook Processor - Truth and Myths. 

There was a lot of press coverage all over the world about our 
Advanced eBook Processor software. We are glad to be recognized 
so widely, but unfortunately, most of these pxiblications contain 
severe mistakes about our goals, the program facilities, and the 
situation in general. You can find the full story below. 

06/20/2001 We have released our new program and called it AEBPR 
(Advanced eBook Processor) . The only thing the program does is : 
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converting documents from Acrobat eBook format (compiled for 
Adobe Acrobat eBook Reader) to the plain Acrobat format (PDF) . 
Again, that's all: from one Adobe format to another. But PDF is 
much wider used, because there are (free) PDF viewers for a lot 
of hardware platforms (from workstations to PDAs) and operating 
systems (Windows, Mac, Liniox etc), while Acrobat eBook Reader is 
available for Windows and Mac only. 

This program works only with eBooks you legally own, i.e. 
purchased from one of online stores like Amazon or Barnes & 

Noble . So we were absolutely sure that the owner of eBook has all 
i^xghts to read the book he *purchased* where he wants and how he 
wants . 

The demo version of AEBPR allows to convert only first 10% of the 
book content. To protect unauthorized distribution of eBooks on 
the piracy market, we have set the "border" price for this 
program - $99, which is much more than an average eBook cost 
(most eBooks are being sold from $10 to $30, and there are a lot 
free ones) . 

You can download a demo version of AEBPR here , here or here ■ 
(please note that current release of our program does not support 
the latest version of Adobe eBook Reader, 2.2; that is the result 
of unpredicted Adobe reaction to our release of this program - 
see below) . 

06/25/2001 We have received a notification from Adobe Anti-Piracy 
Enforcement Team team in which they claimed that our program is 
illegal and we need to remove it immediately from our site. They 
said they give us 5 days otherwise they will "pursue us 
aggressively" . Click here to see full version of letter we 
received from Adobe. 

06/26/2001 We have received an email from our ISP, Verio Inc. 

They wrote that Adobe has contacted them to shut ^ down our Web 
site (again, immediately) . As Adobe wrote to Verio, the reason 
was; the site "offers downloads to their copyrighted software 
piiblished by Adobe Systems . " 

Obviously - this is not true, we never distributed any software 
copyrighted by Adobe Systems. But as you can see, Adobe is not 
even going to collect the correct information (what laws , 


j 
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copyrights and terms -of -use have been violated) , but just started 
their aggressive actions before 5-day period {they set 
themselves) has expired. Really, they did not want to give us a 
time to consult with our attorneys ! 

Verio gave us 6 hours to remove this page (the one you are 
reading now) . So we moved the site to another ISP. 

Click here to read the full text of e-mail we have received from 
Verio . 

06/27/2001 (2:19:30 PM) Verio has contacted us again, this time 
not asking for something, but just with a notification; 

"Host blocked: www.elcomsoft.com/aebpr.html - 198.63.210.56 port 
80 (www) " 

You can see, that since they were not able to close our web site 
completely, they simply disabled access to it on their routers. 
Moreover, they have blocked the whole IP address of our server, 
so not only this site, but also lots of other (not only ours) web 
sites became completely out of reach! 

But we already had a few mirrors ready, and after this unfriendly 
action from Verio, we have updated appropriate DNS records. In 6 
hours, our web site was accessible again! 

06/28/2001 (10:57 AM) Adobe has sent a complaint to RegNow , our 
billing service (5 days are still not expired!) . This time they 
called it "unauthorized distribution of software". You can read 
full text of this letter here. 

RegNow asked us for advice what they should do in this situation. 
We didn't want them to be involved in our problems, and so asked 
to stop sales of AEBPR. 

06/28/2001 Heise Online magazine (Germany) published an article 
about this story. Not all in this article was correct, but we 
would like to thank German journalists for their publication - 
they were first who covered the real problem. From this article, 
we have found out that this story first appeared in Wall Street 
Journal, and that Barnes & Noble has stopped sales of the books 
in Adobe Acrobat Reader format. 
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Wall Street Journal Online article is available only in the paid 
access here, so here is the excerpt of the article: 

Barnes & Noble.com Inc. temporarily pulled certain electronic 
books from its Web site (...) Books available in the Adobe 
Acrobat eBook Reader format (..,.) were listed as out-of -stock on 
the site for about 24 hours, starting around 6 p.m. EDT Tuesday 

Michael Fragnito, vice president of the digital group at Barnes & 
Noble.com, declined to comment on the nature of the problem. . . 

Susan Altman Prescott, vice president of product marketing for 
cross-media at Adobe Systems Inc., said (... they) learned last 
Friday that a Russian software program (...) was capable of 
decrypting e-books using the 2.1 version of Adobe's Acrobat eBook 
Reader. She said Adobe worked through the weekend to resolve the 
problem and by Monday had a new 2 . 2 version ready . 

A spokeswoman for Amazon said (...) Amazon never stopped selling 
Acrobat -format e-books because the Reader software "was something 
we were able to swap very quickly. " 

... E-books in the ... Microsoft formats weren't affected by the 
problem, according to Barnes & Noble.com ... 

And where is the truth? Adobe said that they have fixed the 
problem on Monday; B&N stopped sales on Tuesday evening (after 
the problem was fixed) ; and Amazon didn-'t stop the sales at all, 
because they didn't see any problem there! Isn't it a result of 
competition between Amazon/Adobe and B&N/Microsoft? 

I think that you can find some answers on these questions on B&N 
site: 

"Can't Decide Which eBook Is Best for You?" According to 
Barnes&Noble, Microsoft Reader is good for "Businesspeople, 
Professionals, and Academics"; while Adobe eBook Reader is good 
for "Kids (who) like the full-color, high-^ality graphics". 

The fun is also here. For Adobe eBooks funs, B&N recommend to 
"search our selection of Gay & Lesbian eBooks to find everything 
from fiction to politics. Start with Girls Will Be Girls, a 
collection of stories about women and their relationships, from' 
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the author of Heather Has Two' Mommies . " 

Do you want you Kids learn more about Gay & Lesbian 
relationships? Thus, you need Adobe eBook Reader! :-) 

The same day this story was covered by: 

* Dow Jones News Service 

* Dow Jones Business News 

But we highly recommend you to read article on our favorite 
Planet eBook - that was the first media that tried to highlight 
the problem instead of pxiblishing something "hot" about "Russian 
hackers again" . 

06/29/2001 The story was covered by: 

* The Wall Street Journal Europe 

* The Asian Wall Street Journal 

* PCtip Online (IDG Group, Swiss) 

. The press coverage now moves to Europe and Asia. It seems that US 
media were also "pursued aggressively" by Adobe Systems as we 
are! Here you see what does real "democracy" in the United States 
mean. 

07/02/2001 More and more European media: 

* ComputerWelt Online (IDG Group, Austria) 

* Orf On Futurezone (inspired by Siemens, Austria) 

* derStandart . at (Austria) 

* ComputerPartner (Germany) 

* pte. Online (Austria) 

- and still full silence in the USA. 

07/03/2001 Now it's time for the brutal truth on Adobe eBook 
protection. 

We claim that ANY eBook protection, based on Acrobat PDF format 
(as Adobe eBook Reader is) , is ABSOLUTELY insecure just due to 
the nature of this format and encryption system developed by^ 
Adobe. The general rule is: if one can open particular PDF file 
or eBook on his computer (does not matter with what kind of 
permissions/restrictions) , he can remove that protection (by 
converting that file into "plain", unprotected PDF. Not very much 
e 3 {perience needed. In brief: ANY security plugin (actually, 
eBooks are protected with security plug-in as well: EBX) does 
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nothing but returns a decryption key to Adobe Acrobat Reader or 
Adobe Acrobat eBook Reader. Plug-in can make various hadrware 
verifications, use parallel port dongles, connect to the 
publisher's web site and use asymmetric encryption, etc, but all 
ends up with a decryption key, because the Reader needs it to 
open the files. And when the key is there, we can use it to 
decrypt the document removing all permissions . 

Below is the list (not complete) of Acrobat -based protections 
supported by Advanced eBook Processor: 

* "standard" PDF encryption, 

* BPTE_Rotl3 (used by New Paradigm Resources Group, Inc.) , 

* FileOpen (by FileOpen Systems) , 

* Sof tLock (by Sof tLock Services , Inc . ) , 

* Internet Standards Australia 

* Adobe's Web Buy 

* Adobe's eBook Reader (GlassBook Reader) 

We claim that by aggressively pushing of standards, unapproved by 
professional cryptologiests , to the fast growing electronic books 
market and with pursuing of independent researchers who tries to 
highlight the problems, Adobe Systems violates the rights of 
books authors and ptiblishers, which may result the unauthorised 
distribution of their books in the Internet. 

We would like to confirm, that absolutely FREE version of 
Advanced eBook Processor (fully compatible with the latest and 
"most secure" Adobe technology) will be available on our site 
very soon. 

In addition, we would like to state our intention to piablish the 
sources of our software in the Internet, and do our best to make 
them available to everyone all over the world if Adobe Systems 
continues to pursue us . 

Please make sure to revisit this page in the future for 
additional coverage of this conflict I 
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Date of transcription 7/3/01 


The Internet home page of www.regnow.com was observed. 
The following is a listing of certain products listed for 
purchase through the website. It was noted that when a computer 
mouse was used to select the below listed files for purchase 
through the RegNow website, the reader was placed to the home 
page of Elcomsoft.com. 


Advanced PDF Password Recovery (Pro) 

Recover passwords to Adobe Acrobat PDF files 
Elcomsoft Co. Ltd. 

Advanced PDF Password Recovery 

Decrypt protected Adobe Acrobat PDF files. 

Elcomsoft Co. Ltd. 

Advanced eBook Processor (Discount) 

Decrypt protected Adobe Acrobat PDF files and eBooks 
ElcomSoft Co. Ltd. 

The following is a text version of the introductory 
webpage of RegNow.com 

Join our Affiliate Network! Anyone can join... and it's 
free! Sell your favorite RegNow products right from 
your own website! And best of all, you'll earn a 
portion of each sale that your website receives ! 

Read our Privacy Statement ! RegNow strives to ensure 
that you receive quality service, and that also means 
that the information you provide us is seen only by a 
select few here at RegNow. Read our statement to find 
out more! 

How to Reach Us? 

Register Now! 

P.O., Box 1816 
Issaquah, WA 98027 

Order Questions; orders@regnow.com 

RegNow Services 


Investigation on 7/2/ 01 


at San Jose, CA 


Fiie# 295B-SF-130304 ^5? 
by SA 


Date dictated 7/3/ 01 
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it and its contents are not to be distributed outside your agency. 
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Sell Your Products! 

Are you a software author, or simply want to sell your 
products on one of the most flexible systems available? 
Check out the link above to find out moire about what 
our advanced ordering system can do for your business 1 
Join our Affiliate Network! 

Anyone can be an affiliate! Sell your favorite RegNow 
products right from your own website. Earn money for 
every sale that your website receives . Sell your 
favorite screen saver, or setup an entire store front 
of products completely with your own order form design! 
Check out the link above for more info! 

Copyright 2000, RegNow, All Rights Reserved 

Join our Affiliate Network! Anyone can join — and it's 
free! Sell your favorite RegNow products right from 
your own website! And best of all, you'll earn a 
portion of each sale that your website receives! 

Read our Privacy Statement! RegNow strives to ensure 
that you receive quality service, and that also means 
that the information you provide us is seen only by a 
select few here at RegNow. Read our statement to find 
out more! 

How to Reach Us? 

Register Now! 

P.O. Box 1816 
Issaquah, WA 98027 

Order Questions: orders@regnow.com 
Shop @ RegNow! 

Welcome to RegNow! Just type in a word or words below 
and we'll go out searching our product database for 
names, descriptions, and anything else we can find that 
matches your search! If we find anything, we'll spit 
out a list below for you to choose from! 

A diskette copy of the website information observed was 
retained and made part of the exhibits section of the file. 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 7/3 / 01 


Investigations/Anti-Piracy Adobe Systems Incorporated, 321 Park 
Avenue San Jose, CA. 95110-2704 telephone | [ furnished 

the fo llowing additional information to that previously given by 
I and others during a meeting on 6/29/01. 


Adobe investigator 

from Adobe who purchased the Adobe Acrobat 
key to work with a so ftware progr am from 


was the individual 
eBook Reader unlockj Lna 
Elcomsoft Into. 


in this transaction. 


used the pseudonym of 
a $99 fee to the ReaNow wens it e with a credit c ard number 
utilized by Adobe Investigator 


OCKj 
]paid 


After I I had paid the fee, Elcomsoft sent an e-mail 

with the unlocking key that worked with Elcomsoft’s software 
program that unlocked the copyright protections on the Adobe . 
Acrobat eBook reader. 


I | was told by an Adobe engineer whose name he could 

not readily recall that the Elcomsoft unlocking key worked as 
claimed by Elcomsoft and unlocked 100% of an eBook. 


^stated that at the time this occurred, one could 


download the Elcomsoft unlocking software for free directly from 
the Elcomsoft site without purchasing the key. However, the 
software obtained without the unlocking key only allowed 'one to 
vie w appro ximately 10% of an eBook in the Adobe format. In order 


to get the complete book, he was required to pay 


for 

Elcomsoft the $99 fee through the RegNow website. 


I [stated that 

conducted from the San Jose 
Inc. 


I downloading activity was 
, California address of Adobe Systems 
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Investigation on 7/3/01 at San Jose, CA (telephonically) 

File # 295B-SF-130304 ^ ^ Date dictated 7/3/01 

by SA , 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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U.S. Department of Justice 

Federal Bureau of Investigation 


In Reply, Please Refer to 

FileNo. 295B-SP-130304 


450 Golden Gate Ave. 

PO Box 36015 

San Francisco, CA 94102 


July 5, 2001 


Leslie Caldwell 
Acting United States Attorney 
450 Golden Gate Avenue 
San Francisco, CA. 94102 


Attention: 





WWW. elcomsof t . com; 

Adobe Systems, Inc.- Victim; 
I PR Infringement -Copyright 
Infringement - Computer 
Software Matters 


b6 

b7C 


Dear M . Caldwell : 


Reference is made t o a conversation s between Assistant 
Unit ed States Attorney (A USA) I ~| and Special Agent 


(SA) 

on July 1 and 3, 2001. 


Federal Bureau of Investigation (FBI) 


was 


During the referenced conversations, AUSA_^ 

advised that FBI records contain classified information which may 
relate to the some of the subjects listed in the above captioned 
case . This requires that the prosecuting attorney assigned to ^ the 
matter have a clearance to have access to classified information 
in order that any appropriate disclosure can be made by the FBI 
to the Government’s attorney. 


I30'^os/-/b 





EXPtJNGED PURSUANT TO " 
NARA JOB #N1 -65-88-3 
(BLTILE 66-19087-237)' 







It is requested that an attorney with a clearance to 
have access to classified information be assigned to the above 
investigation. If you hav e any further questio ns relevant to 


this matter, case a gent SA \ 


] pager 




I 


can be reached at 


b6 

b7C 


Sincerely yours. 


Bruce J . Gebhardt 
Special Agent In Charge 


Bv; 





Supervisory Special Agent 


2 
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A meeting was held at the request of 

] Investigations/Anti-Piracy Ado be Systems 


Incorp orated 321 Park A venue San Jose, CA. 95110-2704 J 
f fax 408-536-6725 . [ [direct dial number is [ 


T 


Also pres ent at the meeting held at the Adobe Syst ems Inc 
' 1 eBoo ks , 


was 


office space , 

direct dial telephone numbe'Fr 


was 


telephonically present during the entire meeting. 


referred the 


At the outset of the meeting, I 
interviewing agents to a memorandum with cover fax page 
previously furnished to the San Jose Branch of the San Francisco 
United States Attorney’s office. A copy of this memorandum along 
with a CD-ROM and documentation describing Adobe’s i nvestig ation 
of the below mentioned information was furnished by I I to the 

interviewing agents and made part of the exhibits section of the 
investigative file. 


[ 


in a discussion in which 


[ thereafter participated 
identified himself as the 


principal witness for future testimony purposes, 


stated that Adobe Systems Incorporated has a 
freely distributed software product named Adobe eBook Reader. The 
product is uploaded by a consumer on a personal computer system. 
The customer then contacts a Web based electronic bookseller such 
as Amazon.com or Barnes and Noble.com. The customer indicates a 
desired purchase of a particular title and uses a credit card to 
order the e-Book. Thereafter, a series of seamless transactions 
take place between the electronic bookseller, an Adobe Server and 
the client computer allowing the purchaser to open and view the 
encrypted e-Book on only the specific computer involved in the 
transaction. The user never sees the verification and decryption 
process taking place between the eBook file and the Adobe e-Book 
Reader to decrypt the 128 bit encrypted file. 


I et al, stated that Adobe Systems Inc. is 
being victimized t>y a. Russian company named Elcomsoft Elcomsoft 
is distributing a key over the Internet in the form of a software 
•program to illegally unlock copyright protections on the e-Book 


b6 
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files. The crack is available for purchase on the Internet at 
http://www.elcomsoft.com/aebpr.html. The commercial name of the 
“crack” is Advanced e-Book Processor (AEBPR) . The Elcomsoft 
literature describes it as a program to decrypt eBooks in Adobe 
Acrobat eBook Reader format (PDF files with EBX security handler) 
as well as Adobe Acrobat PDF files protected using a standard 
security method, WebBuy Technology, or any other Acrobat security 
plug-in (like FileOpen, SoftLock etc.). The decrypted file can be 
opened in any PDF viewer (e.g. Adobe Acrobat Reader) without any 
restrictions- i.e. with edit, copy print, annotate functions 
enabled. All versions of Adobe Acrobat are supported. It also can 
decrypt e-Book Pro (*.EBK) files, extracting all html pages and 
images from them. 


[ stated that the real damage done by this 
program is that it creates a “naked file” that enables anyone to 
read the eBook on any computer without paying the fee to the 
bookseller. Only one legitimate copy of the encrypted eBook needs 
be purchased originally and after the protections are stripped 
through usage of the Elcomsoft program, there are no restrictions 
and the eBook can be duplicated freely and made available for 
usage on any computer. 


Adobe Systems Incorporated purchased the Elcomsoft 
unlocking software and determined that it works as claimed. 


b6 

,b7C 


Adobe purchased the program from Elcomsoft through a 
U.S. based company that Elcomsoft is using as a means of 
collecting a $99 fee for purchase and usage of the crack. 

1 identified this company as Register Now! 

(WWW . regnow . com) Dept # 1170-75, PO Box 1816 Issaquah, Washington 
98027, 1-877-353-7297. Register Now! collects the $99 fee that 
pays for the unlocking key. Thereafter, Elcomsoft after receiving 
verification from Register Now! electronically sends the 
unlocking key registration code from Elcomsoft to the purchaser. 

OTHER NAME EXPUNGED 

I [ stated that a review of the openi ng screen 

on the El comsoft software that was purchased shows that 

[ is identified as b eing th e copyright holder of cne 
Elcomsoft cracking program. [ [ exhibited this opening screen 

to the interviewing agents. 


] stated that Adobe Systems Inc has learned that 
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_ is slated to speak on July 15, 2001 at the 

befc6 n9 Hacke rs conference at Las Vegas Nevada. They have learned 
thatl^liiillllBI^ scheduled to make a presentation related to the 
above cracking program. 


pointed out that the e-mail from Elcomsoft to the 
individual who pu rchased the Elcoms oft software for Adobe Systems 
Inc. shows that a 


]is listed on the e-mail 


sending t he regist ration code to the buyer o nce payment is 


received. 
Elcom Ltd. 
(ASP) ; 


is listed on the e-mail as |_ 


a member of Association of Shareware Professionals 
and as a member of Russian Cryptology Association (RCA) 


I stated that Adobe Systems Inc. makes its 

money on a commission from the electronic book vendors who send 
books to their customers using the Adobe eBook Reader. 


provided a proprietary Adobe Systems Inc. document depicting 
their projected revenue s from thes e transactions based upon a 
projected market share. | [ pointed out that the projected 


] 


revenue is in the millions of dollars and stated that Adobe could 
potentially lose this revenue if Elcomsoft continues to 
distribute the u nlocking co des to its copyrighted Adobe e-Book 
Reader software. I I stated that thus far, Elcomsoft has 

defeated Adobe’s version 2.1 reader and has threatened to issue a 
"crack” for version 2.2 that has just been released. 


I [ stated that the book vendors themselves such 

as Amazon and Barnes and Noble stand to lose a great deal more if 
their e-Books are freely distributed among users who have not 
paid the appropriate fee but have used the Elcomsoft c racking 
program to defeat the copyright protection. I I stated that 

as of the date of the interview, the major e-Book vendors are 
concerned and some have suspended some of their business that 
uses the Acrobat e-Book reader until they can further assess the 
amount of business that is being lost due to Elcomsoft’s 
activities . 
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I Stated that Adobe Systems Inc . has issued 
cease and desist letters to Elcomsoft, Register Now! and 
Elcomsoft’s U.S. based Internet Service Provider (ISP) Verio Inc. 
8005 South Chester Street Englewood, Co. 80112 303-645-1900 fax 
303-708-2445. In .spite of these letters, Elcomsoft has ignored 
Adobe’s requests and continues to do business. Elcomsoft has 
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threatened to use other sites and even distribute the cracking 
code freely in the future. 


»»■ % 
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A review was conducted of the website for the Defcon-9 
Hackers convention scheduled for July 13-15, 2001 in La^^^^gs 
Nevada. It was noted that an individual identified aUM pBBI^ 
^|||||||P|P||M an individual identified as I H are listed 

^a^speal^rs who are to discuss the Acrobat e-Book reader. 

Below is a text version o f portions of the webpage 
viewed that pertain to|||^||||PP||||j|^^ 

A full version of the website was downloaded onto a 
diskette and made part of the investigative file. 

‘‘Last Updated 07.01.01 

DBF CON Nine will be July 13th - 15th, 2001, in Las 

Vegas , Nevada USA 


Events 

DBF CON is an annual computer underground party for 
hackers held in Las Vegas, Nevada. It has been held 
every summer for the past eight years . Over those 
years it has grown in size, and attracted people from 
all over the planet. People attend to meet others into 
hacking, hang out with old friends, listen to new 
speeches or just hack on the network. That's what it 
is all about in a nutshell. Meeting other people and 
learning something new. Last year over 4,200 people 
showed up. That makes us (Currently) the largest 
hacking convention on the planet. 

We are not trying to teach you to learn how to hack in 
a weekend, but what we are trying to do is create an 
environment where you can hang out with people from all 
different backgrounds. All of them interested in the 
same thing, computer security. To do this we have 
taken over the complete hotel at the Alexis Park 
Resort. Does all of this seem interesting? Then it 



can be yours for 

the low low price of only $50 at the 


door. 


Investigation on 7/2 /01 at San Jose, CA 
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This year I will continue the trend of trying to get 
more technical talks, as well as more demonstrations. 
Some people don't care for the talks, choosing instead 
to spend their time meeting new people. I still think 
the talks are the center of the con, and by making the 
talks better the whole con will improve. As the con 
grows, and more people get into computer hacking, it 
has changed. While we are not sure what it will change 
into this year, I do know it will be different than 
last year. 

I realize that the description is a bit vague. If you 
want a greater idea of what it is all about, and what 
other people have had to say about the convention, 
please visit the previous year's archives sections and 
read what the media and attendees have had to say. Or 
just browse these pages and see if anything seems cool 
to you. 

Note: Last year things got a bit tight, so for this 
year we are adding an additional 8,000 square feet of 
air conditioned space on the roof. This should help 
seat another 700 people for speeches 

Updated 07-01-01 


SPEAKERS 


Andy maiysnev 
eBooks security - theory and practice 

Security aspects of electronic books and documents, and 
a demonstration of how weak they are: 


"standard" PDF encryption. 

Rot 13 (used by New Paradigm Resources Group, Inc.), 
FileOpen (by FileOpen Systems) , 

SoftLock (by SoftLock Services, Inc.), 

Adobe's Web Buy, 

Adobe's eBook Reader (GlassBook Reader) 

InterTrust DocBox plug-in. 


FD-302a (Rev. 10-6-95) 


by FBI IB IIl i 


295B-SF-130304 


Continuation of FD-302 of . On 7/2/01 , Page 

Documents publishing in electronic form have a lot of 
advantages against traditional on-paper publishing. You 
could easily find list of such advantages on web server 
of any company, which provides eBook solutions. But 
nobody perfects, and there is one big problem that 
related with eBooks. Information in electronic form 
could be duplicated and transmitted, and there is no 
reliable way to take control over that processes. There 
are several solutions from different companies that 
were developed ,to prevent unauthorized distribution of 
the electronic documents. 

My name is employee of the 

ElcomSoft Compan^^^^w^h^e demonstrated in our 
speech on Black Hat Win2K Security (February 2001) , 
encryption in Microsoft Office documents is very weak 
and password protection may be removed without any 
problems in most cases. In this speech I'll try to 
cover password protection aspects of electronic books 
and documents. The most attention will be paid to 
documents in PDF format .... 

Sunday the 15th 
Time 


13:00 - 13:50 

Dan Kaminsky & Andy Malyshev: Gateway Cryptography: 
Hacking Impossible Tunnels Through Improbable Networks 



16:00 - 16:50 

Thanks for coming! DBF CON closes up, but feel free to 
hang out .... 1 ... ” 
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I 


]was interviewed after being arrested at the Alexis 


Park Resort 375 East Harmon Las Vegas, Nevada. He was 
interviewed at his motel room n umber 2054. Also p articipating in 
the interview wa s Special A gent | Federal Bureau 

of Investigation! ' 


was advised of the identity of the 


interviewing agents by a show of c redentials and was shown and 
given a copy of the arrest warrant I I was advised that he 


was being arrested for violation of 
and Abetting such violation.' 


U.S. Copyright law and Aiding 


Prior to any questioning 


was 


OTHER NAME EXPUNGED 

advised of his 


rights th rouqh the reading of an Ad vice of Rights form to 


by SA[ 


native language and [ 


indicated that Russian is his 
J stat ed that he does understand and 


was 


speak the English language. After 

each line of the form was explained to 
he had any questions about the statements on tne 
stated that he understood the languag e on the fo rm and did not 
have any questions about its contents. 


read the form and 
he wa s asked if 
form. 


thereafter signed 

the Waiver of Rights and stated he was willing to be interviewed. 


stated that he. is employed by ELCOMSOFT Co. 
of Moscow, Russia. He has been employed at the company for one 
and one-half years as a software engineer and cryptanalyst. His 
current salary is $ 2.000 p er month. The boss of ELCOMSOFT is 

3 and the I Us P I 

reports directly to I I 

lis involved p rimarily in ma king the bu siness 
| is in charge of | | 


decisions and[ 
decisions 


1 


stated that 
y ELCOMSOFT 


program d eveloped 

I authored versions 2 . 1 
stated that -he developed these 
ELCOMSOFT and as part of fulfilling his dissertation for his 
doctorate degree from the Moscow State Technical University 
(further identified by[ 


he is the author of a softwcOTHER name expunged 
named Advanced eBook Pr ocessor and 
and 2.2 of this program. l 
programs both as an employee of 


University named after Bauman . ) 


as the Moscow State Technical 


Investigation on 7/16/ 01 
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at Las Vegas, NV 
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] born 

Moscow, Russia, United States Visa control number [ 


[ 


Date of transcription 07/18/2001 

I Qf 


] 


was interviewed inside his hotel room, Alexis Park Resort and 
Spa, 375 East Harmon, Las Vegas, Nevad a, RoomI I A lso present 


] After 


during the interview was Special Agent | 

being advised of the identity of the interviewing agents, the 
nature of the interview, and of the fact that he was not in 
custody and free to leave at any time, he provided the following 
information: 


I I received a degree from the University of 

Mosc ow ini I is currently employed 

as a I I for Elcomsoft Company, located in Moscow, Russia 

and has be en so employed for the past I I According to 

I Elcomsoft has ap proximately twenty employees , fifteen 

of which are programmers. is the president of 

Elcomsoft . 


I [p rovided a business card to the interviewing 

agents. The business card stated, in part, the following: 


PHONE: I 

FAX: +7 095 974 1162 
E-MAIL: I 


2-171 GENERALA ANTONOVA ST. 
MOSCOW 117279 RUSSIA 


WWW . ELCOMSOFT . COM” 


[ 


] stated that the 


I title 

is nominal, and that he is really just the equivalent of a | | 

I I 


I has he lped devel op numerous products for 
Elcomsoft. Specifically. r I helped develop password 

recovery utilities for va rious 'Micr osoft applications including 
Word, Excel, and Access. | ~| did not assist in the 

development of the Elcomsoft Advanced e-Book Processor. 


Investigation on 07/16/2001 at Las Vegas , Nevada 
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I n stated Fha4|||§|||||P^ a programmer at 

Elcomsoft arid has b een so emp loyed ■•for approximately two years. 

I stated thaijlllllljllll^^ a degree form the University of 
Moscow, possibly, in cryptography.’ 



I ~| stated that Elcomsoft was selling the Advanced 
e-Book Processor for $100, and believes that they had sold “about 
ten copies” before they decided to stop selling it. 


When questioned why Elcoms oft stopped selling the 
Advanced e-Book Process or.! I stated the software was not 

created to make money, j I stated that Elcomsoft wanted to 

show Adobe that their protection was weak, and that the new 
Advanced e-Book processor demo version only decrypts 25% of an e- 
Book to prove this. 


When|] 


]was asked who updated the Advanced e-Book 


Processor during the last two weeks, allowing t he program to work 
with Adobe e-Book Reader version 2.2, 1 ~| stated that 

^updated the program while in Moscow, prior to leaving 
le United States. 


Contemporaneous with the interview, executed a 

consent to search form authorizing .agents to search his carry on 
luggage. Thereafter a search was conducted and no items were 
seized. 
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The three at 
receiv ed from 
' ] Direct telephone 


facsimiles and cover sheets were 


Jenerai voice 
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FBI FACSIMILE 
COVER SHEET 


PRECEDENCE 

l~l Immediate 
[U /Priority 
DZ Routine 


To: 


Facsimile Number: 


Attn: 


CLASSIFICATION 

r~l Top Secret 
□ Secret 
I~1 Confidential 
□/S ensitive 
Unclassified 


Name ot Utlice 


Time Transmitted: 
Sender's Initials: 
Number of Pages: 




(including cover sheet) 
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Date: 07/18/2001 b6 
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Name 


Room 


lelephone 


From: 

T Name of Offic/ 

Subject: 


Special Handling Instructions: 




L b6 1 

b7c 

1 

Originator's Name: 


1 

Telephone: 



Originator's Facsimile Number: 


Approved: 

Brief Description of Communication Faxed: 


WARNING 




Information attached to the cover sheet is U.S. Government Property. If you are not the intended recipient of this 
information, disclosure, reproduction, distribution, or use of this information is prohibited (18.USC, § 641). Please 
notify the originator or local FBI Office immediately to arrange for proper disposition. 





U.S. Departmen 

United States Attorney 
Northern District of California 



280 South First Street, Room 371 (408) 535-5061 

San Jose, California 95113 FAX:(408) 535-5081 

July 18, 2001 

b3 
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Attn: Custodian of Records: 

Grand Jury Investigation 
Request for Non-Disclosure 


Dear Custodian of Records: 

Pursuant to an investigation being conducted by the Federal Grand Jury for the 
Northern District of California with regard to possible felony violations of the United States 
Code, it is requested that you furnish the information requested in the grand jury subpoena. 

In addition, we request that you not disclose the existence of this request and the 
production of records indefinitely. Any such disclosure could impede the investigation being 
conducted and thereby interfere with the enforcement of the law. Thank you very much for your 
assistance in this matter. 


Very truly yours, 

ROBERT S. MUELLER, m 
United States Attorney 

Assistant United States Attorney 
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NORTHERN 


Ptttteb States Ptstrtct Qlourt 

DISTRICT OF CALIFORNIA 


SUBPOENA TO TESTIFY 
BEFORE GRAND JURY 
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Attn..: Custodian of Records 


SUBPOENA FOR: 

□ PERSON DOCUMENT(S) OR OBJECT(S) 


YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the United States District 
Court at the place, date, and time specified below. 


PLACE 

COURTROOM 

United States District Court 
United States Courthouse 

As directed by the court 

DATE AND TIME 

280 South First Street 

San Jose, CA 95113 

July 25, 2001 at 9:30am 


YOU ARE ALSO COMMANDED to bring with you the following document(s) or object(s):* 


-SEE ATTACHMENT- 


COMPLIANCE WITH THIS SUBPOENA WILL BE DEEMED SATISFACTORY WHEN YOU GIVE ALL THE 
REQUIRED MATERIALS TO THE AGENT SERVING THIS SUBPOENA AND NO APPEARANCE WILL BE 
NECESSARY. 


iX, Please see additional information on reverse 

This subpoena shall remain in effect until 
behalf of the court 

U.S. MAGISTRATE JUDGE OR CLERK OF COU 

RICHARD W. WIEKING 


(By) ^puty Clerk 



art by the court or by an officer acting on 


July 18, 2001 


*lf not applicable, enter "none” 


This subpoena is issued on application^ 
of the-United States of America 

^ATTORNE>e5f<IA^^ AMH PHOMF MIIMRFR- 

AUSA.I 



ROBERT S. MUELLER, III 
United States Attorney 

U.S. Attorney's Office, 280 S. 

F 

rst Street. Room 3(4^ 

San Jose. CA 95113 
SlA FBI 






FILE NUMBER 295F-SF- 130304 


FOLLOWING SERIAL(S) REMOVED FROM CASE 
FILE AND DESTROYED IN ACCORDANCE WITH 
THE AUTHORITY CONTAINED IN NATIONAL 
ARCHIVES JOB NUMBER Nl-65-88-03. (SEE 
BUFILE 66-19087-237) 


SERIAL(S) # 2i:page4 
DESTROYED BY: MLF 

DATE: 7/2/07 




Please furnish requested records to the following 


SPECIAL AGENT I 

FEDERAL BUREAU OF INVESTIGATION 
SAN JOSE RESIDENT AGENCY 
950 S. BASCOM AVE SUITE 3011 
SAN JOSE, CA. 95128 


TELEPHONE NUMBER] 

FAX 408-535-4696 



AO 110 (Rev. 12/89) Subt)o&na,to Jestifv Befc 




l^^bndJury. 


RETURN OF SERVICE^ 


RECEIVED 
BY SERVER 


SERVED 



PLACE 


place 


iW 


SERVED ON (F 

.ffIMT j d J_ 

SERVED BY (P 

RINT NAME) ^ 





STATER 

/lENT OF SERVICE FEES 

TRAVEL 

SERVICES 

TOTAL 


DECLARATION OF SERVER^ 


I declare under penalty of perjury under the laws of the United States of America that the foregoing 
information contained in the Return of Service and Statement of Service Fees is true and correct. 


Executed on . 


? A zg/_ 

' Date 


Signature of Serveif 


Address of Server 


Additional Information 


i 

i 


As to who may serve a subpoena and the manner of its service see Rule 17(d), Federal Rules of Criminal Procedure, or Rule 
45(c), Federal Rules of Civil Procedure. 

2"Fees and mileage need not be tendered to the witness upon service of a subpoena issued on behalf of the United States or an 
officer or agency thereof (Rule 45(c), Federal Rules of Civil Procedure; Rule 17(d), Federal Rules of Criminal Procedure) or on 
behalf of certain indigent parties and criminal defendants who are unable to pay such costs (28 USC 1825, Rules 17(b) Federal 
Rules of Criminal Procedure)”. 
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CLASSIFICATION 


□ Top Secret 
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CD Confidential 
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Time Transmitted: ^ '> 

Sender's Initials: 

Number of Pages: 

(including cover sheet) 


To: 

! JName or umce 


Date: 07/18/2001 
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Facsimile Nu mber: 

Attnj 


JName 


Koom ^ iciepiiuiie 


From: a^s<, C/h 

Name of Office 

Subject: S O 


Special Handling Instructions: 
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Department 


tice 


United States Attorney 
Northern District of California 


280 South First Street, Room 371 (408) 535-5061 

San Jose, California 95113 FAX:(408) 535-5081 

July 18, 2001 
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Attn: Custodian of Records: 

Grand Jury Investigation 
Request for Non-Disclosure 


Dear Custodian of Records: 

Pursuant to an investigation being conducted by the Federal Grand Jury for the 
Northern District of California with regard to possible felony violations of the United States 
Code, it is requested that you furnish the information requested in the grand jruy subpoena. 

In addition, we request that you not disclose the existence of this request and the 
production of records indefinitely. Any such disclosure could impede the investigation being 
conducted and thereby interfere with the enforcement of the law. Thank you very much for your 
assistance in this matter. 


Very truly yours, 

ROBERT S. MUELLER, HI 

TTnitcH Attnmf^v 


Assistant United States Attorney 


b6 

b7C 
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2001 R01 061 
GJ 00-1 SJ 


States Ptstrtct OJourt 


NORTHERN 


DISTRICT OF CALIFORNIA 


SUBPOENA TO TESTIFY 
BEFORE GRAND JURY 


Attn..: Custodian of Records 


SUBPOENA FOR: 

□ PERSON ^ DOCUMENT(S) OR OBJECT(S) 


YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the United States District 
Court at the place, date, and time specified below. 


PLACE 

COURTROOM 

United States District Court 
United States Courthouse 

As directed by the court 

DATE AND TIME 

280 South First Street 

San Jose, CA 95113 

July 25, 2001 at 9:30am 


YOU ARE ALSO COMMANDED to bring with you the following document(s) or object(s):* 


-SEE ATTACHMENT- 


COMPLIANCE WITH THIS SUBPOENA WILL BE DEEMED SATISFACTORY WHEN YOU GIVE ALL THE 
REQUIRED MATERIALS TO THE AGENT SERVING THIS SUBPOENA AND NO APPEARANCE WILL BE 
NECESSARY. 


;Xl Please see additional information on reverse 

This subpoena shall remain in effect until 
behalf of the court 

U.S. MAGISTRATE JUDGE OR CLERK OF COU 

RICHARD W. WIEKING 

(By) l^puty Clerk 



JMJVAC^ 


This subpoena is issued on application 
of the-United States of America 
ROBERT S. MUELLER, III 
United States Attorney 


*lf not applicable, enter “none" 


ATTOI 

AUSA, 



art by the court or by an officer acting on 


July 18, 2001 


U.S. Attorney's Office, 280 S. First Street. Room ^71 
Sa n Jose. CA 95113 ' 

S[£ 


FBI 


b3 

b6 

b7C 






iXPWGED ^ ™ 

lTilS66-19087-237) 

0ATE:__ZZ3^^; 

INITIALS: 



Please furnish requested records to the following 


SPECIAL AGENT] 

FEDERAL BUREAU OF INVESTIGATION 
SAN JOSE RESIDENT AGENCY 
950 S. BASCOM AVE SUITE 3011 
SAN JOSE, CA. 95128 


TELEPHONE NUMBER] 

FAX 408-535-4696 





AO 1 10 (Rev. 12/89) Subpoena to Testify Befo^ Mpnd Jury 


RETURN OF SERVICE^ 



STATEMENT OF SERVICE FEES 


TRAVEL 

SERVICES 

TOTAL 

' DECLARATION OF SERVER^ 

— — ■ ~ i 


I declare under penalty of perjury under the laws of the United States of America that the foregoing 
information contained in the Return of Service and.Statfimftnf. nf-ServLCR£eea/is.tue..and.CQrrfi,ct. 


Executed on . 





Date 


Signature of server 


f(fl> S. 


Address of Server 


; Additional Information 


'I As to who may serve a subpoena and the manner of its service see Rule 17(d). Federal Rules of Criminal Procedure, or Rule 
45(c), Federal Rules of Civil Procedure. 

2 "Fees and mileage need not be tendered to the witness upon service of a subpoena issued on behalf of the United States or an 
officer or agency thereof (Rule 45(c), Federal Rules of Civil Procedure; Rule 17(d), Federal Rules of Criminal Procedure) or on 
behalf of certain indigent parties and criminal defendants who are unable to pay such costs (28 USC 1825, Rules 17(b) Federal 
Rules of Criminal Procedure)". 



FD-4?8 (Rev. 6-2-97) 




FBI FACSIMILE 
COVER SHEET 


PRECEDENCE 

O Immediate 
^VPriority 
133 Routine 


To: 


Facsimile Nmhb^ 


Attn; 


CLASSIFICATION 

O Top Secret 

□ Secret 

□ Confidential 
□/S ensitive 

Unclassified 


Name of Office 


Time Transmitted: 
Sender’s Initials: 
Number of Pages: 




(including cover sheet) 


b3 

b6 


Date: 07/18/2001 




JV.UU1U 


1 LlCpiiUllC 


From: 


Name of Office 

Subject: 






special Handling Instructions: 


Originator’s Name: 


Originator’s Facsimile Number: 


Telephone: 


b6 

b7C 


w ' Sir' f ( 


Approved: 

Brief Description of Communication Faxed: 


WARNING 


Hi 


Information attached to the cover sheet is U.S. Government Property. If you are not the intended recipient of this 
information, disclosure, reproduction, distribution, or use of this information is prohibited (18.USC, § 641). Please 
notify the originator or local FBI Office immediately to arrange for proper disposition. 


i 




U.S. Department o£i|lstice 




United States Attorney 
Northern District of California 


280 South First Street, Room 371 (408) 535-5061 

San Jose, California 95113 FAX:(408) 535-5081 

July 18, 2001 


b3 


Attn: Custodian of Records: 


Grand Jury Investigation 
Request for Non-Disclosure 


Dear Custodian of Records: 

Pursuant to an investigation being conducted by the Federal Grand Jury for the 
Northern District of California with regard to possible felony violations of the United States 
Code, it is requested that you furnish the information requested in the grand jury subpoena. 

In addition, we request that you not disclose the existence of this request and the 
production of records indefinitely. Any such disclosure could impede the investigation being 
conducted and thereby interfere with the enforcement of the law. Thank you very much for your 
assistance in this matter. 


Very truly yours, 

ROBERT S. MUELLER, m 
United States Attorney 

I b6 

b7C 


Assistant United States Attorney 


/I 


SF: Ig 
2001R1061 
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States Ptstrtd: Olowri 

NORTHERN DISTRICT OF CALIFORNIA 


TO: 


Attn..: Custodian of Records 


SUBPOENA TO TESTIFY 
BEFORE GRAND JURY 

SUBPOENA FOR: 


□ PERSON 13 DOCUMENT(S) OR OBJECT(S) 


YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the United States District 
Court at the piece, date, and time specified below. 


PLACE 

COURTROOM 

United States District Court 

As directed by the court 

United States Courthouse 

DATE AND TIME 

280 South First Street 

San Jose, CA 95113 

July 25, 2001 at 9:30am 


YOU ARE ALSO COMMANDED to bring with you the foiiowing document(s) or object(s):* 


-SEE ATTACHMENT- 


COMPLIANCE WITH THIS SUBPOENA WILL BE DEEMED SATISFACTORY WHEN YOU GIVE ALL THE 
REQUIRED MATERIALS TO THE AGENT SERVING THIS SUBPOENA AND NO APPEARANCE WILL BE 
NECESSARY. 


3 Please see additional information on reverse 

This subpoena shali remain in effect until 
behalf of the court 

U.S. MAGISTRATE JUDGE OR CLERK OF COU 

RICHARD W. WIEKING 

(By) Deputy Clerk 


art by the court or by an officer acting on 


DATE 



,OAci) \|j , 


This subpoena is issued on application 
of the-United States of America 
ROBERT S. MUELLER, Hi 
United States Attorney 



Juiy 18, 2001 


*lf not applicable, enter "none" 


Itorney's unice, b 
Sar jJn.^fi. CA 95113 
S//s| JBI 


hirst bitf66t. KOOlYl^n 





EXPUNGED EURSUAJ# 
NASA JOB #NI -65-88-3 
(BUFILE 66- 1 9087-237) . 

DATE: 

muuji rZiU/ 


Please furnish requested records to the following 


SPECIAL AGENT 
FEDERAL BUREAU OF INVESTIGATION 
SAN JOSE RESIDENT AGENCY 
950 S. BASCOM AVE SUITE 3011 
SAN JOSE, CA. 95128 


TELEPHONE NUMBER I I 

FAX 408-535-4696 



AO 1 1Q ( Rev. 12/89) Subpoena to Testify Befdl Byand Jury_ 


RETURN OF SERVICE* 



b3 

b6 

b7C 


As to who may serve a subpoena and the manner of its service see Rule 17(d), Federal Rules of Criminal Procedure, or Rule 
45(c), Federal Rules of Civil Procedure. 

2 "Fees and mileage need not be tendered to the witness upon service of a subpoena issued on behalf of the United States or an 
officer or agency thereof (Rule 45(c), Federal Rules of Civil Procedure; Rule 17(d), Federal Rules of Criminal Procedure) or on 
behalf of certain indigent parties and criminal defendants who are unable to pay such costs (28 USC 1825, Rules 17(b) Federal 
Rules of Criminal Procedure)". 




FILE NUMBER 295F-SF-1 30304 


FOLLOWING SERIAL(S) REMOVED FROM CASE 
FILE AND DESTROYED IN ACCORDANCE WITH 
THE AUTHORITY CONTAINED IN NATIONAL 
ARCHIVES JOB NUMBER Nl-65-88-03. (SEE 
BUFILE 66-19087-237) 


SERIAL(S)# 24 and 25 
DESTROYED BY: MLF 
DATE: 7/2/07 


FDf'448 (ReVI 6-2-97) 





FBI FACSIMILE 
COVER SHEET 


PRECEDENCE 

r~l Immediate 
dl Priority 
S Routine 


CLASSIFICATION 

n Top Secret 
tH Secret 
CH Confidential 
□ Sensitive 
[2 Unclassified 


Time Transmitted: 
Sender's Initials: 
Number of Pages: 




(including cover sheet) 
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b6 
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. Name Room Telephone 


Date: 03/21/2001 


From: FBI San Jose, CA 

Name of Office 

Subject: Federal Grand Jury Subpoena for Records 


Special Handling Instructions: 


Originator's Name: SA 


Telephone: 


b6 

b7C 


Originator's Facsimile Number: 408-535-4696 


Approved: 


Brief Description of Communication Faxed: Recfuest for Records. Results can be faxe d 

if not a large amount. Howev er, if it is a large volume, please FEDEX 
or mail to the address of SA| ~| attached to the subpoena. If 

there are any questions please call my direct number at 


Thank you for your assistance. 


^ jdT 3 O' ^ 


WARNING 


Information attached to the cover sheet is U.S. Government Property. If you are not the intended recipient of this 
information, disclosure, reproduction, distribution, or use of this information is prohibited (18.USC, § 641). Please 
XOtify &e originator or local FBI Office immediately to arrange for proper disposition. 



s 





U.S. DepartnSpit of Justice 


United States Attorney 
Northern District of California 



280 South First Street, Room 371 (408) 535-5061 

San Jose, California 95113 FAX:(408) 535-5081 


July 23, 2001 


b3 


Re: Grand Jury Investigation 

Request for Non-Disclosure 


Dear Sir or Madam: 

Pursuant to an investigation being conducted by the Federal Grand Jmy for the 
Northern District of California with regard to possible felony violations of the United States 
Code, it is requested that you furnish the information requested in the grand jury subpoena. 

In addition, we request that you not disclose the existence of this request and the 
production of records INDEFINITELY. Any such disclosure could impede the investigation 
being conducted and thereby interfere with the enforcement of the law. Thank you very much for 
your assistance in this matter. 

Very truly yours, 

ROBERT S. MUELLER, HI 

United States Attorney 


Assistant United States' Attorney 


b6 

b7C 


SF:sk 
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NORTHERfeJ; 



Olottrt 

DISTRICT OF CALIFORNIA 


SUBPOENA TO TESTIFY 
BEFORE GRAND JURY 

SUBPOENA FOR: 


□ PERSON DOCUMENT(S) OR OBJECT(S) 


b3 

b6 

b7C 


YOU ARE HEREBY COMMANDED to appear and testify before the Grand Jury of the United States District 
Court at the piece, date, and time specified below. 


PLACE 

COURTROOM 

United States District Court 
United States Courthouse 

As directed by the clerk of court 

DATE AND TIME 

280 South First Street 

San Jose, CA 95113 

August 8, 2001 at 9:30am 


YOU ARE ALSO COMMANDED to bring with you the following document(s) or object(s):* 


“COMPLIANCE WITH THIS SUBPOENA WILL BE DEEMED SATISFACTORY WHEN YOU PROVIDE THE 
REQURIED MATERIALS TO THE AGENT SERVING THIS SUBPOENA AND NO APPEARANCE WILL BE 
NECESSARY** 


I I Please see additional information on reverse 

This subpoena shall remain in effect until yi 
behalf of the court 

U.S. MAGISTRATE JUDGE OR CLERK OF COU^ 

RICHARD W. WIEKING 


DATE 




art by the court or by an officer acting on 


(By) jji^puty Clerk 

y,OAC$ \)j . 

This subpoena is issued on application |ATTOf 
of the-United States of America AUS/ ^ 

ROBERT S. MUELLER, III j U.S. Attorney's Office. 2SU S. First street, K0om ^>1 


July 23, 2001 


United States Attorney 


Sap Jose. CA 95113 


sap. 


kFBI 


I 


] 


b6 

b7C 


*lf not applicable, enter "none" 





•Please send the requested materials to the attention 
of : 

Federal Bureau of Investigation 
San Jose Resident Agency 
950 South Bascom Ave. Suite 3011 
San Jose, CA. 95128 


Attention : Special Agent 

Telephone : I 

Fax: 408-535-4696 



45(c), Federal Rules of Civil Procedure. 

2 "Fees and mileage need not be tendered to the witness upon service of a subpoena issued on behalf of the United Slates or an 
^officer or agency thereof (Rule 45(c), Federal Rules of Civil Procedure; Rule 17(d), Federal Rules of Criminal Procedure) or on 
behalf of certain indigent parties and criminal defendants who are unable to pay such costs (28 USC 1825, Rules 17(b) Federal 
Rules of Criminal Procedure)", 


b3 

b6 
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FILE NUMBER 295F-SF-1 30304 


FOLLOWING SERIAL(S) REMOVED FROM CASE 
FILE AND DESTROYED IN ACCORDANCE WITH 
THE AUTHORITY CONTAINED IN NATIONAL 
ARCHIVES JOB NUMBER Nl-65-88-03. (SEE 
BUFILE 66-19087-237) 


SERIAL(S) # 27 
DESTROYED BY: MLF 

DATE: 7/2/07 


FD-302 (Rev. 10-6-95) 


• • 


- 1 - 

FEDERAL BUREAU OF INVESTIGATION 



This document contains neither recommendations nor conclusions of the FBI. It Is the property of the FBI and Is loaned to your agency: 
It and its contents are not to be distributed outside your agency. 







• # 

FD-302 (Rev. 10-6-95) 


- 1 - 

FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 1123101 


The 

received from 


[ 


three attached facsimiles and cover sheets were 


Fax |_ 


1 Direct teleonond 


J 


General voice Q 


1 


They were received as a result of the service of a 
Federal Grand Jury subpoena. 



b3 

b6 

b7C 


Investigation on 7/23/01 
File# 295B-SF-130304 ✓ 
by SA 


at SAN JOSE, CA (Telephonic & via facsimile) 
Date dictated 7/23/01 


b6 

b7C 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 



FILE NUMBER 295F-SF- 130304 


FOLLOWING SERIAL(S) REMOVED FROM CASE 
FILE AND DESTROYED IN ACCORDANCE WITH 
THE AUTHORITY CONTAINED IN NATIONAL 
ARCHIVES JOB NUMBER Nl-65-88-03. (SEE 
BUFILE 66-19087-237) 


SERIAL(S)# 30 
DESTROYED BY: MLF 
DATE: 7/2/07 


FD-302 (Rev. 10-6-95) 


Iplack markings not made by FBI FOlPAr- 


- 1 - 

EEDERAL BUREAU OF INVESTIGATION 


Date of transcription 07/23/2001 


On 07/23/2001, writer accessed the internet and located 
the website “www.elcomsoft.com”. Writer observed that ai 
presentation entitled “defcon.ppt” was available for download in 
Microsoft PowerPoint format . 


Writer accessed the file “defcon.ppt” and observed that 
the slides appe ared to be the same as tho s e observ ed durin g th e 
presentation b;^ ^ 

conference- in Las"' Vegas, Nevada. 


A disk and hard copy of the file were entered into the 
lA exhibit portion of the file. 


Investigation on 07/23/2001 ^at San Jose, California ^ 

FUe# 295B-SF-130304 - 3 >) Date dictated 07/23/2001 

by SA ~ I 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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FILE NUMBER 295P-SF- 130304 


FOLLOWING SERIAL(S) REMOVED FROM CASE 
FILE AND DESTROYED IN ACCORDANCE WITH 
THE AUTHORITY CONTAINED IN NATIONAL 
ARCHIVES JOB NUMBER Nl-65-88-03. (SEE 
BUFILE 66-19087-237) 


SERIAL(S) # 32 and 33 
DESTROYED BY: MLF 
DATE: 7/2/07 


1 - 


( 


FD-302 (Rev. 10-6-95) 


- 1 - 

FEDERAL BUREAU OF INVESTIGAnON 



The documentation was made part of the exhibits section 
of the file. 



This dcx:ument contains neither reconunendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 1 ! 21 / 01. 

A CD-ROM diskette entitled, “Password Recovery Software 

Trial Versions ® Copyright 2001 Elcomsoft Co. Ltd. 

WWW . EL COMSOFT . COM” and “ELCOM” which was obtained by SA 

at the Defcon 9 Conference on July 15, 2001 was viewed on 

an evidence computer. 

The opening screen on the program was a page entitled, 
“Password Recovery Software.” A copy of .this page was printed 
using a printscreen program and is attached to this FD-302 as 
page one . 


Also present on the CD-ROM and activated using the 
“Run” function in Windows was a program file entitled,” \Advanced 
eBook Processor\setup.exe”. This file was selected and the 
Advanced eBook Processor trial version 2.2 was temporarily 
installed in the computer. Each sequence of this program 
including the instruction and help files were opened and printed 
using a printscreen program as shown in pages two through fifty- 
one attached. Although the software appeared to be successfully 
installed on the computer, an e-Book was not downloaded from the 
Internet and opened using the software. 

Within the Help files on the program a page entitled 
Copyright and License was noted. A printscreen copy of this page 
was made and is attached as page 50. The page states in part as 
follows , 


“....License Grant. Elcomsoft Co. Ltd (ELCOMSOFT) 
grants you a license to use any number of copies of the 
version of this software on any one hardware products. 
“Use” means storing, loading, installing, executing or 
displaying the software. You may not modify the 
software or disable any licensing or control features 
of the software except as an intended part of the 
software’s programming features. 

Ownership. The software is owned and copyrighted by 
ELCOMSOFT. Your license confers no title or ownership 
in the software and should not be construed as a sale 
of any right in the software. 


Investigation on 7/27/ 01 ^at San Jose, CA. 


File# 295 P-qT 7 -nmnA 


by SA 


Date dictated 1 ! 21 ! OX 


b6 

b7C 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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295B-SF-130304 


Continuation of FD-302 of On 1 121 lOl , Page 

Copyright. The software is protected by the United 
States copyright law and international treaty 
provisions. You acknowledge that no title to the 
intellectual property in the software is transferred to 
you. You further acknowledge that title and full 
ownership rights to the software will remain the 
exclusive property of ELCOMSOFT and you will not 
acquire any rights to the software except as expressly 
set forth in this license. You agree that any copies of 
the software will contain the same proprietary notices 
which appear on and in the software....” 

Within the Help files on the program a page entitled, 
“Limitations and Demo version” was noted. A printscreen copy of 
this page was made and is attached as page 51. The page states as 
follows ; 


“This program is free, but has a limited 
functionality. It decrypts only first %25 pages, 
only to. demonstrate how weak the -Adobe protection 
is . Full version is available to editors and 
reviewers (on request) .” 

At the conclusion of the above review, the uninstall 
function was used to remove the above program from the evidence 
review computer. 


7/27/01 9:29 AM 



^5 


Forgot or lost password for WinZip, Acrobat PDF, Microsoft Excel, Word, Outlook, ICQ, Windows NT/2000 or other application? Need to recover (or crack) some password-protected files or 
systems? Former employees leave without un-protecting their files? Passwords destroyed? Are you worried that your encrypted files may not be secure? We can helpl Using our 
password recovery software you can easily recover passwords for the the files created in most popular applications including: 


Archives password recovery software 

• All archives (Z1P/RAR/ACE/AR3^ in one package III 

Microsoft Office 2000 and otiier Microsoft applications password recovery software 

• IngL u.deg-MjcrQSoft.Office 95^7^Q.(LaRplications - Word. Excel. Access (both user-level pass>yprds and owner info), Out)_oQk. -Internet Explorer. Project. Money. PowerPoint. Vislo. 
Backup. Schedule+.Maii). 


• Windows l^/;20g Q .usgr.H9v el passw or d s rg wverv 
other password recovery software 

• Advanced Quick Boi)ks_Pa 5 sword Recovery 

• AdQbg Acrobat gpF.pgg sy/ qr ds 

• Lotus Sma'rtSuite_passw_ords (Organizer. WordPro. 1-2-3 and Approach) 

• Borland/Corel Paradox passwords 

• Symantec ACT passwords 

• Mirabilis/AOL ICO passwords 

Subscribe to Password Recovery Software mailing list and be informed about all our new products as well as about upgrades of existing products 


Advanced Archive Password Recovery ' 

Four programs in one - an ultimate tool to recoverlost or forgotten passwords for ZIP (PKZip/WinZip), AR3, RAR and ACE archives. Supports the customizable "brute-force" attack, 
effectively optimized for speed (for ZIP, up to ten million passwords per second on Pentium II); dictionary-based attack, and very fast and effective known-plaintext attack. Multilanguage 
interface is provided. 

• Uearnmore about Advanced_Afchiye_Pas5word_Recoverv 
Advanced Office 2000 Password Recovery (A02000PR) 

A program to recover lost or forgotten passwords to files/documents created in Microsoft Office 95/97/2000 applications - Word, Excel, Access (both user-level passwords and owner 
info). Outlook, Project, Money, PowerPoint, Visio, Badcup, Schedule+, Mail. Can also reset MS Internet Explorer (3/4/5) Content Advisor password, and open password -protected VBA 
projects (created in any application) via the "backdoor". Most passwords are being recovered instantly; the "password to open" in Word/Excel 97/2000 can be recovered using 
"brute-force" and dictionary attacks, highly optimized for speed (the performance is about 5 million passwords per minute on PII). 

• Le^rri rnorg about Advgnged gf fic g.gQQQ. Password R gc ovgr y 
Advanced Outlook Express Password Recovery (AOEPR) 

A program to recover server name, login and password for all mail and news accounts In Microsoft Outlook Express, as well as passwords to "identities". Passwords are recovered 
instanly,,multilingual ones are supported. Works with all versions of Outlook Express. 

• gboutAdyapcsd .p^s5W.Qcd^.ecQ2^ grY 

Advanced NT Security Explorer (ANTexp) 

An application for Windows NT/2000/XP system administrators for finding holes in system security. It analyses user password hashes (which could be retrieved from Registry or memory. 








/ 






I^Advanced eBook ftoce«orlf»ldgatiQTtf> 









Advanced eBook Piocessoc README 


Inlfoducdon 

RequuemenU . 

Known bogs and Umialions 
Technical support 
Recitation 
Co^ighlandicense 
Where lo gd the latest vcrswn 


i 


fvancedcBookPtocessof.of simp^AEBPR.ba 






7/27/01 9:32 AM 



I jE Advanced eBook PfoccCTor In^aHation 


?<T: ' .* V ; n* i 





Advinced eBook Ptocejsof, oc simpy AEBPR, k a 
ptogfam lo deciypl eBooks in Actobal eBook Re^et 
foimat pDF Res w5h EBX secuiy handteij. as wel as 
Adobe Aaobal PDF fles protect^ using standeid 
security method. WebBiy techoolosy. or eriy odicr 
obal security pkig-in [^e ReOpen, Sotldck etc] by 
conveithg them hto pl^ PDF fifes - wthpU any 
ptotecUon and lestrclions. Decrypted file can be opened 
h any PDF viewer (ft g. Adobe Aaobal Reader] wtth edit, 
copy, pri^ anrvolate functions eoabfed. AI versions of 
Aaobal ate supported. Can also deaypl eBook 
Pro (*,EBK) Res. extracthg ^ html pages ord images bom 


Please note that unauthorised distribution of copyrighted 
materials is strictly prohHed. Pfease corwult the Bcense 
on PDF file or eBook yor/ve pudiased before processing 
ilv\ithAEBPR. 









I j3> Advanced eBook Proce^ot lr»taflationf 







'(Mis§k 


Known bugs and wntations 


The pfogram can process files enwypfed wilh al sccorly 
handers: standard; E8X (Acrobat eBook Reader); 
WcbBuy; ReOpen, Soflock, BPTE_rotl3. 
SASSJNTERNET_STDS (Australian Standards OnJne) 
etc. For standard secuity handler, however, the "user" 
password shorJd be either empty (Le; you can open the 
fie, bU some tesbidiotu are set) or kiiowtx 

If PDF fie has ony other security hander than standard 
FIcOpen, <x BPTEjotl3. X can be deaypled (conveiled 
into the "pfah" PDF only if you have a vaGd license to 
open/view K. For example, for WebBuy document it is an 
RMF file; for Acrobat eBook - appropriate ’Voucher”; for 
"AustraKan Standards Orfme” document ~ plugii and a 
password fJo ete, For example, the program wJI not break 
crobat eBook purchased from another computer etc. 







I jE Advanced eBook Pfocestot InttaPatlon < 





ebat eBcwk purchased from another cofnpUefete^^ _£]; 

If F^F fie is protected vAh secuiy hander other tfwn 
standard, WebBuy, ReOpen or BPTE^rotl 3, 

B PR gets the decryption key (needed to convert the 
fie nto a "plaW* PDF) diectly from Adobe Acrobat 
Reader, Le, just run it, send the cotrvnand to open the 
c^en fie, catch the k^, dose the Reader and process 
the fie. There is nd olh« way to ^ the k^ h case of 
unknovm f ’geheric'7 is betrg used Ptease note i . 
that to use that featue. you have to have Adobe Acrobat' 

(or Adobe Acrobat R eader) version 4 05 or later. It doesn't ^ ' 
matter what version of Acrobat the document has be^ 
created with, Ihouj^ The onfy rer^cment is: you should 
be able to open it vAh the Reader (even if some 
restrictions appb>). 

If you need a piogam to decrypt POP fles with "standard* 
security hand!«, FHeOpw end BPTEjol13 onjy, or wari ^ j 
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I Advanced eBook Pfocestoi Imlalldiconr - ‘ 


sccufiy handl«, FJeOpen and BPTEjotlJ on|y, or wart 
fo r«d Ihe “ujcf" p«Jwofd for K look al "jtaryJauf ‘ and 
‘trofesttonaT* cdWons of our Advanced PDF Password 
Recovay, which cost $30 and $S0, respective^ 

rttp‘//v^.eteornsoftcoov/apdfpr.htrnl 


TechfMca! support 


For lechr^ support, please us at 
suppoil@elcom^Lcan. 


This program b free, but has a Med functionaS^ it 







ST 



I^^Advanced eBook Ptocestor Installation ' ^ 



iRecoveiy, which co^ $30 and $60; respect^!^. 
btlp://www.eIcofnsdfLcom/apdPpf.htrril 


Fw lechnic«i suppal, please us al 
5upport@clcomsof Lcomf 


This program i$ ireej but has a SmAed functionaily: il 
decrypts ohb» first 25X p^s. only to demonstrate bow 
jweak the Adobe piotectioriiis.' Ful vetsloo is availaWe to 
jeditots and reviewers (on request}. 





1:^ Advanced eBook Plocettoi IrelaQalion 





editors and leviewets {on requeslj. 


ICopyright aiidScense 


See*fcense.M"fle: 


Where to get the latest version 


The latest version of AEBPR is always avaiabte from our 
web page at 

http://www.elcotrisoft.com/aebpr.htm2 

Please also have a look at other password recovery 
products made by our compaf>it 
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I jSAdvartced eBook PiQce«oi Inttafl^ion y;->r Elj 



The UJmI vasion oI AEBPm is alwaj»s avaJaWe fiom oui 
web page at 

Mfp://vw#w.cJa)msofLcoftv'aebp(.b^ 

please also have a look al olha passwoid tecov^ 
p(oducls made by OUT compare 

hllp:/Mvw.eIc6insofLcom/pfS.htiri 

Ir'ou wU find die pa«wo(d ttcov&y so/fwa/e foi a/chivcs 
[ZIP^ BAR. ARJ and ACE}; M wosofl Office documenls 
^oai Excel, Acc«s. Outlook. Outfook Ei^prest, Vblo. 
PowaPoint}, MS Project, MS Money. MS Backup, MS 
Mai MS Schedile+; Lotus SmartSiile (Organizer, 1-2-3. 
WadPro, Approach); Symantec ACT!. Bodand/Corel 
Paradox. Intui Quicken and QuckBooks, MaabTHaAOL 
ICQ; Adobe Acrobat PDF. More products wH follow, fv 



// 
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Select Destination Directory 


Please seJecl Ihe daedoy vs(h«e Advanced e8 ook Ptocesstx 
fSesa/elobeinslaSed 

Tree Disk Space Aft« IrrstatP' h based cnyou currert 
sdeclbnoiffesloinslal A negatr« twjmbet rdicales Ibal 
there is not erxx^ dsk space to iistal the appfcation to the 
specified dive. 


C^Ptogram FiesVAEBPfl 


Current Free Di^ Space: 
Free Disk Space After Instat 
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^Advanced eBook Piocetttor IntldOalion ‘ ^ ^ "I 


Ready to Itv^U 


You am now ready to inslal Advanced eBook Processor. 


Press Ihe Next bUlon to the bslaSalion or the Back 
button to reenter the nstdlation intormationL 



fiance! 
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Aduanced eBook Processor: READKE 
Contents 


Introduction 

Requirenents 

Known bugs and linitations 

Technical support 

Registration 

Copyright and license 

Where to get. the latest uersion 


Introduction 


Rduanced eBook Processor, or sinply REBPR, is a progran to decrypt eBooks in Acrobat eBook Reader fornat (PDF files with EBX security handler). 
Please note that unauthorised distribution of copyrighted materials is strictly prohibited. Please consult the license on PDF file or eBook you’ 

Requirenents 


as well as Ad< . 
ve purchased P 


Windows 9S, Windows 98, Windows ME, Windows NT 4.0, Windows 2000 or Windows KP 
about 600 kilobytes of hard disk space 

Adobe Acrobat or Adobe Acrobat Reader to decrypt PDF files protected with security plug-ins other than FileOpen and BPTE_rot13 
Adobe Acrobat eBook Reader to decrypt Acrobat eBooks 

[Known bugs and limitations 


[The progran can process files encrypted with all security handlers: standard; EBX (Acrobat eBook Reader); WebBuy; FileOpen, SoftLock, BPTE_r.ot13, SASS_IHTERNli • 
If PDF file has ony other security handler than standard, FileOpen, or BPTE_rot13, it can be decrypted (converted into the “plain” PDF only if you have a val:^ 


If PDF file is protected with security handler other than standard, EBX, WebBuy, FileOpen or BPTE_rot13, AEBPR gets the decryption key (needed to convert the 


If you need a progran to decrypt PDF files with “standard” security handler, FileOpen and BPTE_rot13 only, or want to find the “user” password for it, look a’ 
|http://www.elconsoft.com/apdfpr.htiia I 


Technical support 

For technical support, please us at supportQelconsoft.con. 
Registration 


|This progran is free, but has a limited functionality: it decrypts only first 25X pages, only to demonstrate how weak the Adobe protection is. Full version ±C* 


Copyright and license 


If 
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|^readme.lxt - Notepad 
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Advanced eBook Processor, or simply AEBPR, is a program to decrypt eBooks in Acrobat eBook Reader format (PDF files with EBX security handler), as well as AdrJ^ 
Please note that unauthorised distribution of copyrighted materials is strictly prohibited. Please consult the license on PDF file or eBook you've purchased 

Requirements 


- Windows 95, Windows 98, Windows ME, Windows NT i*.0, Windows 2000 or Windows XP 

- about 680 kilobytes of hard disk space 

- Adobe Acrobat or Adobe Acrobat Reader to decrypt PDF files protected with security plug-ins other than FlleOpen and BPTE_rot13 

- Adobe Acrobatt eBook Reader to decrypt Acrobat eBooks 

Known bugs and limitations 


The program can process files encrypted with all security handlers; standard; EBX (Acrobat eBook Reader); WebBuy; FileOpen, SoftLock, BPTE_rot13, SASS_INTERNl 

If PDF file has ony other security handler than standard, FileOpen, or BPTE_rot13, it can be decrypted (converted into the "plain" PDF only if you have a ual:; 

*?! 

If PDF file is protected with security handler other than standard, EBX, WebBuy, FileOpen or BPTE_rot13, AEBPR gets the decryption key (needed to convert the'; 

',v 

If you need a program to decrypt PDF files with "standard" security handler, FileOpen and BPTE^rot13 only, or want to find the "user" password for it, look a*',J 
|http://www. elconsoft.com/apdfpr.html 


Technical support 

For technical support, please us at supportQelconsoft.con. 

Registration 

This program is free, but has a limited functionality: it decrypts only first 2SX pages, only to demonstrate how weak the Adobe protection is- Full version i;| 
Copyright and license 
See "license.txt" file. 

Where to get the latest version 


i'r* 

r’ 


The latest version of AEBPR is always available from our web page at: 
http://www.elconsoft.com/aebpr.html 

Please also have a look at other password recovery products made by our company: 
http://www.elconsoft.con/prs.htnl 

Vou will find the password recovery software for archives (ZIP, RAR, ARJ and ACE); Microsoft Office documents (Word, Excel, Access, Outlook, Outlook Express. 
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Briwotk 

Neig^boo^Ji 




Intrpductidri-;,'- ■: - , ..J; ^ ' , j 


Advanced eBook Processor, or simply A3PR, is a program to decrypt eBooks in Acrobat eBook Reader formal (PDF lies with EBX security hander), as wel as Adobe Acrobat PDF lies 
protected using standard sectriy method, WcbBuy technology, or any ether Acrobat security plug-in (Bee FileOpen, SoftLock etc) by converting them Wo plain PDF fles-wihout any 
protectkxi and restrictions. Decrypted flo can k|\opcned in arty PDF viewer 

(e g. Adobe Acrobat Reader) wlh edt, copy, prift, annotate functions enabled. Al versions of Adobe Acrobat are supported. Can also decrypt eBook Pro (*£BK) fles, extracting ta hlml pages 
and images from them. 

Please note that unauthorised dstributkjn of copyrighted materials fe strictly prohWed. Please consul the Icertse on PDF file or eBook yoi/ve purchased before processing t with AEBPR. 
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AbouteBpo.Ks 




An eBook (electfonfc book) is simply a file that cortatns lext and images - as h usual (ported) book, but with addiional (eatires such as hypefCnks (cross-references), searching capab3i»es 
arxi sometimes soundsAnu^. To read an eBook, you sboUd have a PC wth an appropriate software, or a special hardware devxte. 

Most popular eBook formats are Adobe^robet and Mctoson Reeder JJT. They are open-standard and cross-platform compaiWe. Open-standard means that * is not a proprietary 
(controlled by one person or conpany) dgrtal fie format. Nowadays, Acrobat POPs and Mcrcsoft Reader UTs are qitiddy becoming the de-facto standard on the Memct for documents and 
previoustypubished materials. . 

The software to view, print, and search an Acrobat JOF fie Is free and avaflable for over 14 different computer platforms (al versions of Windows; Mac, Unbc, Linux etc) -tNs meww that an 
eBook in the JOF fie formal con be viewed on virtualy any computer around the world. 

For now, ACBPRdoesnt work with AIT eBooks, and support .PDF and ,fcBK formats only. 

One of the key features of aB eBook formats b protection end sccuriy. The pUAsher can set security on a PDF fie to require a password just to open the fie, and/or another password to block 
printing, chan^, selecting text and graphics, end from changing any form fleid on the PDF fie. Spe^ly for eBooks, some adcftional options have been added by Adobe. Read the next chanter 
for more detals. 
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AboutPDFericrypUah' - , " ■ 


PDF documerts can be encrypted to protect ther contents from unauthorized access. Access to a protected document's contents Is conlrofled by the securty hancfler . As aireody rwled, PDF file 
may requre a password just to open the fie, and/or another password to btocic printng, chanj^, selcclng text and graphics, and from changing any form f»eJd on the PDF fJe. Please see the 
next ch^cter to tearn vrtiat AEBPR can do w4h the documents protected wih the standvd securSy hancfler. 

Adobe Content Server software molces 4 easy for you to sel etedronic bodes (eBooks) securely online. Adobe Content Server packages and protects eBooks and dtstribules them in PDF format 
cfirectly from any Web site. Anyone wth the free Adobe Acrobat eBook Reader software can purchase your content wlh case. That technology allows to enable or disaWe the foUowing 
consumer permls$k)ns: copy text to dpbo{^, print al or a defined nomber of pages, Icneing, expiration, end text to speech. Adobe Content Server can encrypt eBooks in the Etectror^ic Bock 
5«:banfae ^B>0 or Adobe PDF Werchant_pM(Pfetgl R Marw>aemert> .V\hen the file is encr^ed, special master voucher for ts dstribution ts being created. The mester voucher ts a 

separate, XML-based file that contains an »)crypted key to the eBook end the set of priwl^es that accompany I. VMien a customer purchases an Adobe PDF eBook directly from on e-conmerce 
site, rs automaticaly downloaded into the wstomer's personal Acrobat eBook Reader Bjrory for Immedate viewing. AcrobetjoBook Reader ur*)cks the encrypted key that came with the eBook 
and Is master voucher. Now the eBook is tied to the customer's Acrobat eBook Reader and cant be transmHed elsewhere unless lendng or gifUig permission has been enabled. 

Also, Adobe Acrobet provides a plug<in archaedure to extend Is fundioneay (actually, pretedioo provided by Adobe Coofeot Server descried above is based on plug-in technology, loo). 
Pkjgjns can provide a rich and powerful oddlioo to the core product, end give the cap^My to hiptement many new convnonds, and functions. There Is ore a spedal plug-ins celled Secuity 
Handers, that are responsiWe for a number of dfferert functions. They set the access permissions for a fie during a save, authorize access to a document when opening, setup and estabfish 
the key used for coercion and decryption. AI security hander s are dfferert. but AEBPR provides a oeoenc method to break (decrypt) PDF fies protected with AHV hander. 
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Standard'secufity 


Wilh a standard security hander, Adobe Acrobat featu-es two levels ol password protectioo. 

Protedng document with access restriction Cowner', also colled “secunt/* or "masteO password does not affect a user's ebMy to open and view the PDf file, but prevents user from 
edJjng (changing) the file, printing I, selecting text and graphics (and copyng them Into the Ofiboard), adding/changtng annotations and form fields etc Cm any combinaUon). If the fie is 
protected this wey, you open it in Adobe Acrobat Reader (agan, the password is not required for that) scJecl File | Document Security menu item, the folowing information is shown 

(for example): 

In Adobe Acrobat Reader 4 jc or older; 


Secu^ty Method iSlarxlafU 
OpenPasswofd^No 
;Se<xif5ty Password'Yes 

Pniitinst NolAIawed 
‘ Changmg the Doctnveri; NolAIow^ 
Selectmg Textarxl Gjaphict: Nol'Alo^ 
Addng ot Charvgmg Armotatipns arvd Form Fields; 


In Adobe Acrobat Reader 5 jc 


^Document Security 


.SecurfcyMetf^ 
User Pesswordt 
Mastw-Pessvwdt 
Printing: 

eWngirig the Docuncrti ' 
CooterJt Copying or EdreetJonf 
Authoring Cbmm^ and Fwm Reids: 
Form Reid Fil-h or Sighing: 
C6nt«* AccessiMay Enabled; 
Odainent Assembly; - 
Encrypt Lev^: 


AcrotetStohdyd Se^y 


120-UtRC4(ACTobat5.O) 


Fortunately, there is no need to recover that password ot al Instead, we can remove S (decrypt the file), so the resiting dooment wB not have any restrictions. However, such decryption ^ - 
possible only if "user" password (see below) is not set or known. ^ J 

Also, there are “open" (so-called '^Jser'O passvrords. If one is set, the file is encrypted wlh strong RC4 algorihm, arxl carmot bo opened at all, if the password is not known. You need to -* ^ 

know this password to be able to decr^ the file protected ttxs way. “ I 

_ Sit^yy seled the PDF fie you want to decrypt press the Open document™ baton arxJ browse for your fae. if the given fie is corrupted, or used by another eppication, or not encrypted, or = 

I ^ ^ I ^ ° user-ievd password set - appropriate error message wd be dspteyed Qn the test case, you can sta dec^ the fle wih AEBPR, bU have to know efther user or owTwr password). ^ | asg aM 
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If you have purchased a few eBooks for Adobe Acrobat eBook Reader, you may wih to decrypt them for backup or some other purposes by convertng to "normaP POPs. Just press "Select 
EBX book..." button, and AEBPR w9i show the 1st of eBooks 'nstaled/adivated on yocr cofnxiter 


B>SctcclEBX book 


- 'Ple^es^edb^k^’^fetbaw ' ' 


r^iAutfioTJ’^r 


The Complete Idots GiAte »o Music on tte Internet w3h MP3 jPod UndetWl and 


isbh:;.':: ,iTMe 

19301 SI (B4 Thej^erilues^H^ ^ MakTwan 

Tte Am«icwJHenta^8 0 The Ameticen 




Just select the book you’re rterested in. and press OK button to decrypt is; you! be prompted for target fie name. 

Please note If youl try to open any of such files (Acrobat eBook) using -^^pen document..." button In AEBPR, yotrt the folowrg messege: 
Use •Select EBX book...* button to process EBX POPs. 


rrm^rg 
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VV»b Dgy is Adobe technology that Jets you download encrypted tiles from the Web and unlock them to read on your personal computer or reading device. It Is also a fully integrated component of j 
Adobe Acrobat ar>d Acrobat Reader (versions 4i)S and later). With Web Buy, you can purchase and view diglal content that has been produced by publishers using Adobe PDF Merchant, a 
digrtal rights management technology incorporated In the Adobe Content Server. 

In general, a PDF fSe Is encrypted wth a 56 or 12S<bA access key that is generated from a 1 60-b5 string that con ether be provided by the user, or randomly generated internally. This 160-bt Title 
key Is stored in the sellers’ database to uniquely Identify each document. WebBuy attempts to first locde a Icense file contained ether In the same folder as the PDF that Is being oper>ed, or In the 
users’ Ecense file repository. If a license file is not found, then WebBuy wil prom^ the user to *Go Oi^" and purchase a license for the book. If a Ecense is found, then WebBuy wil use this to 
generate the access key for PDF, and if successful, wJ provide this key to the decryption algorithm. After completing this step, WebBuy wi s^nol to the Viewer that aulhoriialion is complete 
and that the f*e con be opened. At this stage, the eBook wJ open in the Adobe Acrobat viewer. Also, WebBuy supports’ the concept of st45ercSstribution. That Is, if a icensed PDF is sent to a 
friend who does not have a Beense, when the fie Is opened, the friend Is prompted to “go^lne'' and to obtain a vaid Ecense from the seDer. There are o few values that Identify the patricUlar 
environmert: computer Identifier, user Wertilier, UTC tn» Wertifier, storage device identifier, 

^ebBuy-locked PDF files: prrting, changing the document, selecting text end grapt^, adding or changing emnotaUons and form fields, key 


If you have a vald Icense to open a particular PDF file protected with WebBuy, i.e, if yoifve purchased that document from your computer and so have an appropriate Scense fHe (i should have 
the same name as PDF file, bii RMF extension), or copied that file from computer PDF has been purchased from, AEBPRcan decrypt t (again, decrypted file can be opened using any PDF 
viewer, without any adcstional plug-ins or Ecense fJes), Just press 'Open document..." button, select the file, and the program wB prom^ you for the name of decrypted fie. If RMF fie cocW not 
be found, youH get en appropriate error message. 
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f[?QC^.Pro Jies (*£BK) have their own format. From developer's sic: 

WJi«n We e/jrf-wser first registers We eBoo* so/hwre, Wey wed to bs co^necfed to We latsrnst so that our sewers can veniy that their usomamo sfld password are vaM. After the registration 
is comp/ete, the eBook has been des^sed to ran^omk/ (and aatomayipa/M check back htW our servers to veri(^that We user's code is ^ti valid (i.e. marked 'active^ if the user does not 
happen to be connected to the internet when the eBook attempts to venfythe registration, the eBook wiifwak unb'tan WferflefcossecWjn fSavaifabie. The eBook will then take this opportune 
to verify the validily of the wsemaCTe and password. Because We eSooA has already been registered, there wilt be no need for the end-user to enter their wserTwme or password again. 

The reaSly: eSook Pro ties are net secure et al. Even K you dont have vaBd user name and password. AEBPR wJ decrypt and unpack the given EBK fie, generating the source: HTML ties, 
images etc. You just have to select the targrt folder al these fSes w^l be saved to. 





^ ' J|I^AEBPR 2:2’ “ 
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• NOTICE TO USa^ CAREFUJ.Y READ THE FOLLOWINO LEGAL ACREEW»IT. USE OF THE SOFTWARE PROVDH)\MTH THS AGREa®ff OHE SOFTWARE) CONSTITUTES YOUR 
ACCEPTANCE OF THESE TS?MS. F YOU DO NOT AGREE TO THE TERMS OF THS AGRSMENT. DO NOT NSTALL AND/OR USE THIS SOFTWARE. USB?S USE OF THIS SOFTWARE IS 
CONOmONED UPON COMPLIANCE BY USER WITH THE TERMS OF THS AGR®«NT. 

• LICENSE GRANT. ElcomSoft CoHd. (ELCOMSOFT) Brants you a Iccnse to us« any number of copies of the version of th‘s SOFTWARE on any one twdware products. "Use" means 
storing, loacfng, inslaling, executing or displaying the SOFTWARE. You may not motfify the SOFTWARE or (fiseWe any licensing or control features of the SOFTWARE except as an Wended I 
part of the SOFTWARE’S prografTiming features. 

• OWNERSHIP. The SOFTWARE Is owned and copyrighted by ELCOMSOFT. Your Scense confers no Wie or ownership in the SOFTWARE and should not be construed as a sale ot any righl 
in the SOFTWARE. 

• COPYRIGHT. The SOFTWARE Is protected by Unded States copyright law and international treaty provisions. You aciowwledge that no tlUetothe Welectual property in the SOFTWARE Is 
transferred to you. You further acknowledge that ttJe and fid ownershi) rights to the SOFTWARE wd remain the exclusive property of a.COMSOFT and you wl not acquire any rights to 

the SOFTWARE except as expressly set forth In this Bcense. You agree that any copies of the SOFTWARE wB contain the same proprietary notices which appear on and 'n the SOFTWARE { 

• REVERSE ENGINEERING. You agree that you wd not attempt to reverse compile, mocfify, translale, or dsassemUe the SOFTWARE in whole or in part, 

• UNAUTHORIZED USE. You may not use, copy, rent, lease, scl, modify, decompBe, dsasscmWe, otherwise reverse engineer, or trensfer the SOFTWARE except as provided in tNs 
agreemert. Any such unauthorbed use shal resuJ in itnmcdtale arvd automatic tenNnation of this Scense. 

• BUNDLING. In no case may this product be bunded wih hardware or other non-shareware software wlhoul writen pernwsion from ELCOMSOFT. 

• AS distribution of SOFTWARE Is further restricted wlh regard to sources which also distribule vinjs source code and reWed vipjs construction/treotion materids. The SOFTWARE may not 
be made avaiable on any sle. CO^OM, or wlh any package which makes available or contans wuses, virus source code, virus construction programs, or virus creatxin material. 

• Permission to distribute the SOFTWARE is not transferable, assign^, saleable, or fraoeWsaWe. Each enWy wishing to tfairibUe the package must independently satlsty the tenns of the 
dstribUion icense. 

« U.S. GOVERNMENT INFORMATION. Use. dupScation, or disdosure by the US. Government of the computer software ond documentotion in this package shal be subject to restrictions es 

set forth In subparagraph (cXI )(i) of the Rights In Technical Data and Oxoputer Software clause at OFARS 252.277-70t 3 (Oct 1 988) and FAR 52227-1 9 (Jun 1 937). 

• NO OTHER WARRANTIES. a.COMSOFT DOES NOT WARRANT THAT THE SOFTWARE IS ERROR FREE. ELCOMSOFT DISCLAWS AU OTHB? WARRANTIES WITH RESPECT TO THE 
SOFTWARE. BTHB? EXPRESS OR M^LED, NCLUONG BUT NOT LWITB^ TO IMPLIED WARRANTIES OF MBICHANTABIUTY. FITNESS FOR A PARTIOJUR PURPOSE AMO 
NONNFRKOaeJT OF THRO PARTY RIGHTS. SOME JURISDICTIONS DO NOT ALLOW THE EXaUSlON OF IMPLIED WARRANTIES OR LIMITATIONS ON HOWLONG AN WPU3) WARRANTY 
MAY LAST, OR THE EXaUSION OR LIMITATION OF WODENTAL OR CONSEQUENTIAL DAMAGES. SO THE ABOVE LMTATWNS OR EXaUSIONS MAY NOT APPLY TO YOU. THIS 
WARRANTY GIVES YOU SPECFK LEGAL RIGHTS AND YOU MAY ALSO HAVE OTHER RIGHTS WHCH VARY FROM JURISDICTION TO JURISDICTION. 

• LIMITED WARRANTY, THS SOFTWARE IS PROVDED ON AN "AS IS" BASS. ELCOMSOFT DISCLAIMS ALL WARRANTES RELATING TO THS SOFTWARE, WHETHER EXPRESSED OR 
MPLED, INaUDNG BUT NOT LIMITED TO ANY WPLED WARRANTES OF MERCHANTABUTY OR FITNESS FOR A PARTICULAR PURPOSE. NEITHER ELCOMSOFT NOR ANYONE ELSE WHO | 
HAS BEEN INVOLVED N THE CREATION. PRODUCTION. OR DBJVERY OF THS SOFTWARE SHALL BE LIABLE FOR ANY INDIRECT, CONSEQUENTIAL, OR IMOOENTAL DAMAGES ARISING 
OUT OF THE USE OR NABLITY TO USE SUCH SOFTWARE, EVEN F ELCOMSOFT HAS BEBt ADVISED OF THE POSSIBUTY OF SUCH DAMAGES OR CLAMS. THE PERSON USWG THE 
SOFTWARE BEARS ALL RISK AS TO THE QUAUTY AND PERFORMANCE OF THE SOFTWARE. 

• SOME AJRISDICTIONS DO NOT AUCW LIMITATION OR EXaUSION OF I'JODENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE LMTATIONS OR EXaUSlON MAY NOT APPLY TO 
YOU TO THE EXTENT THAT UABUTY IS BY LAW INCAPABLE OF EXaUSlON OR RESTRICTION, 

This product ndudes cryptograpWc software written by grsj^guna. 
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FILE NUMBER 295F-SF-1 30304 


FOLLOWING SERIAL(S) REMOVED FROM CASE 
FILE AND DESTROYED IN ACCORDANCE WITH 
THE AUTHORITY CONTAINED IN NATIONAL 
ARCHIVES JOB NUMBER Nl-65-88-03. (SEE 
BUFILE 66-19087-237) 


SERIAL(S) # 36 
DESTROYED BY: MLF 
DATE: 7/2/07 


FD-302 (Rev. 10-6-95) 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 7/30/ 01 


I I Adobe Systems Inc . | | 

[furnished a copy of a credit card 
statement snowing a purchase from RegisterNow 877-353-7297 in the 
amount of $99.00 for the date of June 26, 2001. The statement did 
not state any details concerning the item purchased from 
RegisterNow. 

The statement was made part of the exhibits section of 

the file. 


Investigation on 7/30/ 01 ^at San Jose, CA 
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by SA 
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This is to certify that $_ was paid to 

_ on O jl s / » _/ and 

that it was not feasible to obtain' receipts . This will not 
result in a duplicate payment. 


375 East Harmon • Las Vegas, NV 89109 
Reser vations 800.582. 2228 
Direct l I Fax 702.796.4334 

email 6ps@alexispark.com 


■ Alexis PARK 

RESORT& Sav • LAS VEGAS 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 8/10/ 01 


Adnbp. Systems Inc. 321 Park Avenue San Jose, (3A 95110 Telephone 
stated that she had received a credit card refund 
effective July 20, 2001 from REGISTERNOW for the $9 9 purchase of 


r 

the Ad vanced eBook Processor made by Adobe e mployee [ 
] previously on Jui ie 26. 200 1. 


refund was unsolicited 




stated that this 


stated that she contacted 


REGISTERNOW and was told the refxmd was initiated by Elcomsoft 
Co. 


I ~| faxed the attached credit card statement 

showing the purchase on June 26, 2001 and a refund on July 20, 

2001 . 


Investigation on 8/XO/Ol at SSH JOS0 / CA. (V10 f3.CSinixX0) 

File# 295B-SF-130304 

zd 

Datedictated 8/XO/OX 

by SA 



This document contains neither recommendations nor conclusions of the FBI. It is the property of thePBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. 
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^ Rug. 10 01 10:33a 

Capital One Inlcrncl Account Service 


p.2 


hUpsy/sci'vicc.capitalouc.coui/ndco^^^d.««60fwipntfiTlI%5b&%ScclcarBcrorcDisplay“Truc 


Jul02,2001 riView.: 


Please continue to review the statement you receive in the mail as it 
may contain important messages or information about your account. 


MASTERCARD Summary 
Your Account # ending ir i I 


Previous Balance 

Payments. Credits 
and Adjustments 

Transactions 
Finance Charges 
New Balance 

Minimum Amount 
Due 

Payment Due 
Date 

Total Credit Line 

Total Available . 
Credit 

Credit Line for 
Cash 

Available Credit 
for Cash 


$358.16 

$50.00 

$847.75 
• $15.^0- 
$1,171.51' 
$35^00 

. Aug 02, 

■ 2001 

■ $.1,500 
$328.49 

. $1;500 

$328.49 


Download your statement 
information to: 

Get H elp D o wiiloa d inq Yo ur 

.(:4;at)jsy.Mim01.uGEX} 
QuicKan 38- 2001 (.QIFt 
E xcel i.GSVt 


Payments, Credits, and Adjustments 

'1 25JUN PAYMENT RECEIVED -THANK 
YOU 

■Transactions 

.'2 06JUN URBAN COMPUTER CHICAGO IL 

3 20JUN SOFTMAN PRODUCTS COMPA 

3103615569 CA 

4 24JUN WWW*EARTHLINK.NET 

800-890-6356 CA 

5 26JUN REGISTERNOW 877-353-7297 MN 

6 02 JUL ACCT BAL COVERAGE PREMIUM 

1-800-527-7564 


$50.00- 


$253.00 

469.52 

19.95 

99.00 

6.28 


Finance Charges 


Important Disclosures 


Balance 
rate 



applied 

to 

Periodic 

rate 

Corresponding 

APR 

FINANCE 

CHARGES 

PURCHASES 

$811.14 

.06411% 

23.40% 

$15.60 

CASH 

$.00 

.06411% 

23.40% 

$.00 

ANNUAL PERCENTAGE RATE applied to this period 

23.40% 



Smart Sol 
to Simplify: 


: Financial Sol 

- Explore hor. 

ijpliaas 

; - Free .luto in 
Qi;otos 

- Online auto 

- Access vc iii; 
report 


Cardholder C 

- Gel your fifi 
months (ree 



great offers 
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Account Summary 


Previous Balance 

Payments, Credits and Adjustmeals 

Transactions 

Finance Charges 


$1,171.51 

$569.00 

$23.35 

$21.84 


New Balance $647.70 

Minimum Amount Due- $19,00 

Payment Due Date September 01, 2001 


■/ ^RaymontSj \ 

;.REdSTMNO#CRfeDn^-V’ . 

;aCH'^AWENT - ; ., •”■. ■■■;" . 

i' 

. • *• . ' . ' ' ’ ’ 

WAUG- ' ■■ ■ ■ ACCTBAL .COVERAGE PRELUM- 1-800-527-7564 




W9^St:i" 
47o.#=-.” . 


■ 


Total Credit Line $1,500 

Total Available Credit $852.30 

Credit Lane for Cash $1,500 

Available Credit for Cash $852.30 


^iyourfcrvttr 

To c*U Customer Rdilion) or to report o lost or stolen cardi 
I^a00-262>1493 

Said paymails to: Send Inquiries to: 

Atln; Rcmittaacc Pro ceasing 

Cepitftl One Sesvices Capital One Services 

p,a Box 6oono^ . p.Q. BoJtWOis^ 

;"'"^ldc,\^819d^^ ■ Richmond, VA^28S-S01S * 




.s ■ , 


■ ... 

“ " 







• • ' ■%•■•***■* 






• • • ./ •// 

Finance Qharges ' • 




Phase set ttverse/td'efir mporiajU nifcmation 




* JSa/atjft 'riiU , 
'^plxcdio 

. p€rioJic -.Cem^ondinp. 

rait • ' . 

•■■mm : 

PURCHASES 

PASH 



ll;098.89' 
$.00 * 

.0S4U9SP 23.40%' 

,.0S4U%P 23.40% 

S21.S4 

1.00 


■ ANNUAL PERCENTAGE RATE applied this period 


23.40%,. 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 8/8/01 


GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6(e) 

A sinqle sheet of paper was received via facsimile from 



The document received is attached and made part of this 


FD-302 . 
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Investigation on 8/8/01 ^at San Jose , CA facsimile) 

FUe# 295B-SF-130304 Date dictated 8/8/01 

by SA 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 8/l0/ 01 

GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (e) 

Grand Jiirv Subpoenas were seirved on the 


On August 8, 2001, Personal Service: 




On August 10, 2001 Personal Service 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 8/3/01 

A review was conducted of an eight page single sided 
document entitled, 

“eBooks security - theory and practice 

Speech on DEF CON Nine, July 13th - 15th, 2001 
Alexis Park in Las Vegas, Nevada USA” 

The contents of the document appear to closely resemble 
in A^rbiageandc^tent the speech given by a person identified 
a^||fl||H|||H the Defcon 9 Convention on Sunday July 15, 

2 O^^^S^^wa^^^tended by the undersigned agent. 


Investigation on 8/3/01 ^at San Jose, CA 

Date dictated 8/3/01 
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Precedence: PRIORITY 

To: Chicago 

SSA|_ 

From: San Francisco 

Squad .Toaia Aaencv 

Contact : SA 


Date: 08/15/2001 

Ah>.Tii Sfniad IP/C_ 


Approved By 
Drafted By: 

Case ID #: 295B-SF-130304 -- 63 


Title: 


dba Elcomsoft, aka 
www.elcomsoft.com; 

Adobe Systems Inc. - Victim 

IPR Infringement - Copyright Infringement- 

Computer Software Matters 

GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6(e) 



Synopsis: Requests that 


[utilized by 

Elcomsoft to make available to the public a software known as the 
Advanced eBook Processor which was in violation of the Digital 
Millenium Copyright Act . 



Pursua nt to Federal Grand Jury subpoenas which were 
previously faxed f 



p/in \ ^/-ee 












pursuant to 

(bwilSw^s*) 


To; 
Re ; 


^■1 

Chicago Frorww 
295B-SF-130304, 


glack markings not made by FBI FQIPAl 

San Francisco 
08/15/2001 





To: 
Re : 


Chicago Fron^^ 
295B-SF-130304, 


San Francisco 
08/15/2001 



LEAD (s) : 

Set Lead 1: 
CHICAGO 


AT CHICAGO. ILLINOIS 



FILE NUMBER 295F-SF-1 30304 


FOLLOWING SERIAL(S) REMOVED FROM CASE 
FILE AND DESTROYED IN ACCORDANCE WITH 
THE AUTHORITY CONTAINED IN NATIONAL 
ARCHIVES JOB NUMBER Nl-65-88-03. (SEE 
BUFILE 66-19087-237) 


SERIAL(S) # 55. page 1 
DESTROYED BY: MLF 

DATE: 7/2/07 


To : 
Re: 


|.c..arKlng:sno,«»FB,FaP^ 

Albuquerque From: San Francisco 

295B-SF-130304, 08/16/2001 


for 

authored by Version- 2 . 1 was released in the latter part 

of June, 2001 and after Elcomsoft refused requests by Adobe 
Systems Inc. to cease this activity, Adobe Systems Inc. 
complained and the investigation was initiated. 

Elcomsoft made the program available for sale through a website 
known as Register Now, aka RegNow of Issaquah, Washington. 

The steps in obtaining the program were to go to the 
Elcomsoft website and download the free demo version of the 
Advanced eBook Processor to a computer which had the Adobe eBook 
Reader installed. An eBook was purchased from an electronic 
bookseller such as barnesandnoble.com or amazon.com. The free 
demo version of the Advanced eBook Processor unlocked the 
copyright protections on the eBook for free for ten percent of 
the eBook. For a $99 fee paid to Elcomsoft through the RegNow 
website, Elcomsoft would e-mail an unlocking key to the buyer 
enabling them to unlock the copyright protections on one hundred 
percent of the book. The copyright protections that were defeated 
prevent the movement of the book text or information from one 
computer to another and allowed usage on only one platform to 
which the original eBook had been downloaded. There were other 
restrictions stripped by Elcomsoft’s program that the publisher 
reserved the right to grant based upon a particular customer’s 
license to use the eBook. This stripping made the book into a 
“naked file” which had no restrictions. 

The leads section of this communication contains the 

I These records were obtained via Federal 
Grand Jury subpoena of 



Recipient offices are requested to positively identify 
the below listed individuals and interview them in detail 
relative to their purchase of the Elcomsoft software. Results are 
to be placed on FD-302. It is requested that the inteirv-iews be 
conducted expeditiously inasmuch as when this case is indicted in 
the near future, i t may be subject to the speedy trial act due to 

I temporary status in the U.S. 

Recipient offices are requested to ask the following 
questions and any logical follow up questions : 
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b7E 


2 


OTHER NAME EXPUNGED 




• # 

To: Albuquerque From: San Francxsco 

Re: 295B-SF-130304,- 08/16/2001 


1. Did they purchase the Elcomsoft Advanced eBook 
Processor software and unlocking key? 

2 . Do they have credit card records of the purchase? 

3. Why did they purchase it? 

4 . Did they use it and how did they use it? 

5. Do they still have the program on their computer 
system? And will they grant consent to furnish a copy of the 
software on their system? 

6. Did they know that the program was illegal? 

7. Obtain a detailed description in the event it is 
necesary to locate and re -interview these individuals in .the 
future . 


3 


To: Albuquerque From: San Francisco 

Re: 295B-SF-130304, 08/16/2001 



LEAD (s) : 

Set Lead It 

ALBUQUERQUE 

AT 



Set Lead 2 : 

ATLANTA 

AT 







• # 

To: Albuquerque From: San Francisco 

Re: 295B-SF-130304, 08/16/2001 


Set Lead 3 : 

LOS ANGELES 



Set Lead 4 : 

LAS VEGAS 


AT LAS VEGAS. NV 
Locate and Interview 






i 


To: Albuquerque From: San Francisco 

Re: 295B-SF-130304, 08/16/2001 


Set Lead 5: 


AT LAS VEGAS. NV 
Locate and Interview 



Set Lead 6 : 

NEW YORK 

AT BROOKLYN, NY 






p 


To: Albuquerque From: San Francisco 

Re: 295B-SF-130304, 08/16/2001 


Set Lead 7 : 


AT OCEANSIDE. NY 


Locate and Interview 
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Set Lead 8: 

SALT LAKE CITY 


AT 


Locate and Interview 


7 




To: Albuquerque From: San Francisco 

Re: 295B-SF-130304, 08/16/2001 


Set Lead 9: 

TAMPA 

AT TAMPA, FL 

Locate and interview 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 8/16/ 01 

I [ home office address: 

7 New England Execut ive Park. Four th and sixth Floors Burlington, 
MA. 01903; telephone I I stated that he believes he 

first heard about the ELCOMSOFT Advanced eB ook Pro cessor on or 
about June 25, 2001 from an associate named \ He heard that 
the product “hacked” the Adobe eBook Reader. 

Later, he received the ELCOMSOFT Advanced eBook 
Processor version 2 . 1 software and unlocking key from Adobe 
employee I I loaded the software and key onto a 

stand alone laptop and determined that the software unlocked one 
hundred percent of an eBook as claimed. Later, after ELCOMSOFT 
released version 2.2 of its Advanced eBook Processor, he loaded 
this onto the same computer and noted that the 2 . 1 download and 
key which was left on the computer allowed the laptop to use 
version 2.2 to view one hundred percent of. an eBook. 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 8/14/01 

E-mail dai-.pH .Tnlv 4 2001; prepare d bv Adobe Systems 

Inc . Investigator I and se nt to SA| 

was 'viewed, opened and printed by SA | I on July 

31, 2001. It was noted to state in part as follows: 

. .Here are the two people that have confirmed the 

tool works : 
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is the security developer/expert on the Glassbook 

team. . .” 


The e-mail was made part of the exhibits section 
of the investigative file. 


Investigation on 7/31/01 ^at San Jose, Ca . 


File# 295B-SF-130304-^0 1 


Date dictated 8/14/01 

by SA 
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Date of transcription 8/14/ 01 


Adobe Systems Inc. home office address 7 


New 


England Execiitl ye Park Fourth and Sixth Floors Burlington, Mass 


01903 telephone 


stated that he first learned of the 


release of the Advanced eBook Processor prod uct via e-mail on the 


evening of June 21, 
INFRAWORKS . 


2001 from a friend named 


of 


Investigation on 8/ 14/ 01 ^at SAN JOSE, CA 

File# 29 5B-SF-130304-- (Pi Date dictated 8/ 16/ 01 





SA 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 8/I6/OI 


I I Adobe Systems Inc., home office address: 7 

New England Executive Park, Fourth and Sixth Floors Burlington, 
MA. 01903; telephone I ~| stated that- he first learned of 

the release of the Advance d eBook Pr ocessor product via forwarded 
e-mail from Adobe employee I The e-mail was forwarded to 

[from person at INFRAWORKS. 


After receiving the e-mail,] (downloaded a free 

version of the Advanced eBook Processor Version 2.1 and noted 
that it unlocked ten per cent of an eBook which he had 
downloaded . 


I I also stated that prior to ELCOMSOFT releasing 

version 2 . i) Adobe was in the process of developing Adobe e-Book 
Reader version 2.2. Once ELCOMSOFT had released its eBook 
Processor, Adobe moved up its intended release by approximately 
one week. 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 8/21/01 

GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6(e) 


A paper copy of an e-mail m essage was received pursuant 
to a Federal G rand Jury subpoena from 

The e-mail bears the following information: 




Investigation on 8/21/01 


at San Jose, CA 


(via facsimile) 
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Continuation of FD-302 of 


, On Q/ 21/ 01 , Page 


The email copy received was made part of the exhibits 
section of the investigative file. 
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FOR IMMEDIATE RELEASE 
August 28, 2001 

The United States Attorney’s Office for the announced 

that Eicom Ltd. (also known as Elcomsoft Co. Ltd.) 

Moscow, Russia, were indicted today by a federal grand jury in SMJose, Califomia on five 
counts of copyright violations. 

The defendants were each indicted on one count of conspiracy to traffic in technology 
primarily designed to circumvent, and marketed for use in circumventing, technology that 
protects a right of a copyright owner, in violation of Title 18, United States Code, Section 
371; two counts of trafficking m lechnolo^ primarily designed to circumvent technology 
that protects a right of a copyright owner, in violation of Title 17, United Stales Code, 
Section 1201(b)(1)(A); and two counts of trafficking in technology marketed for use in 
circumventing technology that protects a right of a copyright owner, in violation of Title 17, 
United States Code, Section 1201(b)(1)(C). 

This is the first indiciraeni under the Digital Millennium Copyright Act (‘*DMCa”), 
enacted by Congress in 1998. The DMCA requires that the government prove a defendant 
offered to the public, provided, or trafficked in technology *at was primely designed to 
circumvent copyright protections, or was marketed for use in circumventing copyright 
protections. The statute provides criminal penalties where the copyright violations are 
perpetrated for pmposes of commercial advantage or private financial gain. The DMCA also 
contains certain exemptions for nonprofit libraries, archives, and educational institutions, as 
well as for reverse engineering and encryption research. 

According to the indictment, Elcom alleged to nave conspired, 

for commercial advantage and private financial gain, to traffic in a technology that was 
primarily designed and produced for the purpose of circumventing, and was marketed by the 
defendants for use in circumveming^iheAdob^crobat eBook Reader. The indictment 
alleges that prior to June 20, 2001«l||||MII»nd others wrote a program called the 
Advanced eBook Processor (‘'AEBPR”), the primary purpose of which was to remove any 
and all limitations on an ebook purchaser’s ability to copy, distribute, print, have the text 
read audibly by the computer, or any other limitation imposed by the publisher ox distributor 

of the ebook. 

The indictment alleges that Elcom made the aEBPR program available for purchase 
on the website elcomsoft.coin which was hosted m Chicago, Illinois. According to the 
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indictment, individuals wishing to purchase the aEBPR program were permitted to 
download a panially functional copy'of the program from elcomsoft.com, and then were 
directed to pay approximately $99 to an online payment service RegNow, based in Issaquah, 
Washington. Upon making a payment via the RegNow website, Elcom provided purchasers a 
regisuation number permitting foil-use of the AEBPR program. 

The indictment states that Adobe Systems Inc. distributes the Adobe Acrobat eBook 
Reader for the reading of electronic books on personal computers. Consumers wishing to 
purchase ebooks formatted for the Adobe Acrobat eBook Reader can download a ftee copy of 
the eBook Reader to their personal computer and then purchase the ebook from an online 
retailer. Upon purchasing the ebook from the online retailer, a series of electronic 
communications between and among the computers of the online retailer — including, 
typically, an Adobe-supplied server - and the consumer’s computer authorized the ebook to 
be read on the computer from which the purchase was made. 

It is further alleged that when an eBook purchased for viewing in the Adobe eBook 
Reader format is sold by the publisher or distributor, the publisher or distributor of the ebook 
can authorize or limit the purchaser’s ability to copy, distribute, print, or have the text read 
audibly by the computer. The eBook Reader pennits the management of such digital rights 
so that in the ordinary course of its operation, the eBook Reader effectively permits the 
publisher or distnbutor of the ebook to restrict or limit the exercise of certain copyright 
rights of The owners of the copyrights for books distributed in the eBook Reader format. 

The maximum statutory penalties for each count in violation of Title 17, United Stares 
Code, Sections 120l(bXl)(A) and 1201 (b)(1)(C) are five years imprisonment for an 
individual and a fine of $500,000 for an individual or corporation. The maximum penalties 
for a violation of Title 1 8, United States Code, Section 371, are five years imprisonment and 
a fine of $250,000 for an individual, and a fine of $500,000 for a corporation. However, any 
sentence foUDwing conviction would be dictated by the Federal Sentencing Guidelines, ’ 
which take into account a number of factors, and would be imposed in the discretion of the 
Court. An indictment simply cont a i ns aUegailo ns against an individual or corporation and, 
as with all defendants, Elcom and|||||||||||j|||H be presumed innocent unless and until 

convicted. 



The prosecution is the result of an investigation by the Federal Bureau of 
Investigation. Scott Frewing and Joseph Sullivan of the Computer Hacking and- Intellectual 
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Property ("CHIP”) Unit are the Assistant U.S. Aitomeys who are prosecuting the case with 
the assistance of legal technician Lauri Gomez. 

A copy of this press release and key court documents filed in the case may also be found 
on the U.S. Attorney’s Office’s website at: www.usdoi.gov/usao/can/ 

All press inquiries to the U.S. Aiiomey’s Office should be directed to Assistant U.S. 
Attorneys Matthew J. Jacobs at (415)436-7181 or Elizabeth de la Vega at (408)535-5032. 
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THE UNITED STATES OF AMERICA 
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F.T .rOM T TD. a/k/a ELCOMSOFT CO. LTD, and 



INDICTMENT 


COUNT ONE : 18 U.S.C. § 371- Conspiracy to Traffic for Gain in 

■ Technology Primarily Designated to Circumvent, and 
Marketed for Use in Circumventing, Technology that 
Protects a Right of a Copyright Owner; 

COUNTS TWO AND THREE: 17 U.S.C. § 1201(b)(1)(A) and U.S.C. §2 - Trafficking for 

Gain in Technology Primarily Designated to Circumvent 
Technology that Protects a Right of a Copyright Owner. 


COUNTS FOUR AND FIVE: 


17 U.S.C. § 1201(b)(1)(C) and 18 U.S.C. § 2 - Trafficking 
for Gain in Technology Marketed for Use in Circumventing 
Technology that Protects a Right of a Copyright Owner. 
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ROBERT S. MUELLER, HI (CSBN 59775) 
United States Attorney 


2 8 ZQQJ 




• UNITED STATES DISTRICT COURT 
NORTHERN DISTRICT OF CALIFORNIA 
SAN JOSE DIVISION 


UNITED STATES OF AMERI* 
Plaintiff, 


cCR .04 20138 


V. 


ELCOMLTD. 

a/l^a ELCOMSOFT CO. LTD. and 


Defendants. 


VIOLATIONS: 18 U.S.C. § 371 - 
Conspiracy; 17 U.S.C. § 1201(b)(1)(A) - 
Trafficking for Gain in Technology 
Primarily Designed to-Circuinvent 
Technology that Protects a Right of a 
Copyright Owner; 17 U.S.C. § 
1201(b)(1)(C) - Trafficking for Gain in 
Technology Marketed for Use in 
Circumventing Technology that Protects a 
Right of a Copyright Owner; 18 U.S.C. § 2 
- Aiding and Abetting 


SAN JOSE VENUE 


, INDICTMENT 

\ 

The Grand Jury charges: 

BACKGROUND 

1 . At all times relevant to the indictment: 

a. Defendant Elcom Ltd., a/k/a Elcomsoft Co. Ltd. (“Elcomsoft”), was a 
software company headquartered in Moscow, Russia. 

b. Adobe Systems, Inc., (“Adobe”) was a software company headquartered in 
San Jose, California, that produced publishing software for various media including the world wide 
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1 

web, print, and video. 


2 

Q employed by Elcomsoft as a computer 


3 

programmer and cryptanalyst. 


4 

d. RegNow was an online software delivery and payment service based in 


5 

Issaquah, Washington. 


6 

e. Adobe distributed a product titled “Adobe Acrobat eBook Reader" that 


7 

provided technology for the reading of books in digital form (“ebooks”) on personal computers. 


8 

f. Consumers who wished to purchase ebooks formatted for the Adobe Acrobat 


9 

eBook Reader (“eBook Reader”) could download a free copy of the eBook Reader to their personal 


10 

computer and then purchase the ebook from an online retailer. Upon purchasing the ebook from the 


11 

online retailer, a series of electronic communications between and among the computers of the 


12 

online retailer - including, typically, an Adobe-supplied server - and the consumer’s computer 


13 

authorized the ebook to be read on the computer from which the purchase was made. ' 


14 

g. Whenanebookpurchasedforviewinginthe AdobeeBookReaderfoimat was 


15 

sold by the publisher or distributor, the publisher or distributor of the ebook could authorize or limit 


16 

the purchaser’s ability to copy, distribute, print, or have the text read audibly by the computer. 


17 

Adobe designed the eBook Reader to permit the management of such digital rights so that in the 


18 

ordinary course of its operation, the eBook Reader effectively permitted the publisher or distributor 


19 

of the ebook to restrict or limit the exercise of certain copyright rights of an owner of the copyright 


20 

for an ebook distributed in the eBook Reader format. 


21 

2. On a date prior to, June 20, 2001, defendanti||||[[|||||||||||[||||||PI^ others, wrote a 


22 

program called the Advanced eBoolc Processor (“AEBPR”) the primary purpose of which was to 


23 

remove any and all limitations on an ebook purchaser’s ability to copy, distribute, print, have the text 


24 

read audibly by the computer, or any other limitation imposed by the publisher or distributor of an 


25 

ebook in the eBook Reader format, as well as certain other ebook formats. 


26 

3. On or about June 20, 2001, defendant Elcomsoft and others made the AEBPR 


27 

program available for purchase on the elcomsoft.com website. Individuals wishing to purchase the 


28 

AEBPR program were permitted to download a partially-functional copy of the program from 



INDICTMENT 


2 




1 

by FBI FQW 


1 

elcomsoft,com and then were directed to pay approximately $99 to an online payment service 


2 

Re^ow, based in Issaquah, Washington. Upon jnaking a payment via the Re^ow website, 


3 

Elcomsoft and other persons provided purchasers a registration number permitting full-use of the 


4 

AEBPR program. 

- 

5 

THE CONSPIRACY 


6 

COUNT ONE: CIS U.S.C. § 371 ~ Conspiracy to Traffic in Technolo^ Primarily Designed to 
Circiimvent, and Marketed for Use in Circumventing, Technology that Protects 


7 

a Right of a Copyright Owner) 


8 

4. Paragraphs One through Three are realleged and incorporated in Count One. 


9 

5 . On or about dates unknown, but beginning no later than June 20, 200 1 and continuing 


10 

until July 15, 2001, both dates being approximate and inclusive, in Santa Clara County, in the 


11 

Northern District of California, and elsewhere, the defendants 


12 

ELCOMLTD. 


13 

CO. LTD. and 


14 

and other persons, did knowingly and intentionally conspire, for purposes of commercial advantage 


15 

and private financial gain, to willfully offer to the public, provide, and traffic in a technology, 


16 

producf, device, component, and part thereof, that was primarily designed and produced for the 


17 

purpose of circumventing, and was marketed by the defendants, and others acting in concert with 


18 

the defendants with the defendants’ knowledge, for use in circumventing protection afforded by a 


19 

technological measure that effectively protected a right of a copyright owner under Title 17 of the 


20 

United States Code, in a work and portion thereof, in violation of Title 17, United States Code, 


21 

Sections 1201(b)(1)(A) and 1201(b)(1)(C). 


22 

METHODS XnD MEANS OF THE CONSPIRACY 


23 

6. It was part of the conspiracy that the defendants and others did create the AEBPR 


24 

program primarily ' to permit users of the program to circumvent copyright protections from ebook 


25 

files. 


26 

7. It was further part of the conspiracy that the defendants did market, offer to the public. 


27 

and traffic in the AEBPR program by making it available forpurchase on the elcomsofl.com website 


28 

and soliciting purchasers of the program by email. 
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8. It was further part of the conspiracy that the defendants and others did make the 
AEBPR pro gram available on a computer server in Chicago, Illinois, ifrom which any individual with 
access to the Internet could download a free copy of the program that permitted the individual to 
circumvent the copyright protections on approximately ten percent of an ebook. 

9. It was further part of the conspiracy that the defendants did charge a fee of 
approximately $99 for a fully operational version of the AEBPR program that would circumvent 
copyright protections on a complete ebook, and contracted with an online payment service, RegNo w , 
to collect payments for the fully functional AEBPR program. 

10. It was further part of the conspiracy that the defendants did provide a registration 
number permitting full use of the AEBPR program after a purchaser had paid for the program via 
. the online payment service, RegNow. 

OVERT ACTS 

11. As part of the conspiracy, and to further the objects thereof, the defendants 
committed the following overt acts in the Northern District of California: 

a. Beginning on or about June 20, 200 1 , the defendants offered the Advanced 
eBook:Processor for sale in San Jose, California, and elsewhere, on the elcomsoft.com website; 

b. On or about June 26, 2001, the defendants caused a purchaser in San Jose, 
Califoniia to send a payment of approximately $99 to Re^ow; and 

c. On or about June 26, 2001, the defendants sent a registration key for a copy 
of the AEBPR prnpr am to an individual purchaser in San Jose, California, who had made a payment 
of approximately $99 to RegNow,. 

All in violation of Title 18, United States Code, Section 371. 
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COUNT TWO : ( 17 U.S.C. § 1201 (b)( 1 )(A) andlSU.S.C. §2-TraffickinginTechnolo^Primarily 
Designed to Circumvent Technology that Protects a Right of a Copyright Owner) 

12, Paragraphs One through Three are realleged and incorporated in Coimt Two. 

13. On or about and between June 20, 2001 and July 15, 2001, both dates being 
approximate and inclusive, in Santa Clara County, in the Northern District of California, and 


elsewhere, the defendants 


ELCOM LTD. 

a/k/a ELCOMSOFT CO. LTD. and 


did willfully, and for purposes of commercial advantage and private fimancialgain, offer to the public 
and traffic in a technology, product, device, component, and part thereof, that was primarily designed 
and produced for the purpose of circumventing protection afforded by a technological measure that 
effectively protected aright of a copyright owner under Title 17 of the United States Code, in a work 
and portion thereof, in that the defendants offered the AEBPR program to the public for sale in the 
Northern District of California. 

All in violation of Title 17, United States Code, Section 1201(b)(1)(A) and Title 18, United 
States Code, Section 2. 

COUNT THREE : (17 U.S.C. § 1201(b)(1)(A) and 18 U.S.C. § 2 - Trafficking in Technology 

Primarily Designed to Circumvent Technology that Protects a Right of a 
Copyright Owner) 

14. Paragraphs One through Three are realleged and incorporated in Coimt three. 

15. On or about June 26, 2001, in Santa Clara County, in the Northern District of 
California, and elsewhere, the defendants 


\ ELCOM LTD. 
a/k/a 


SOFT CO. LTD. and 


did willfully, and for purposes of commercial advantage and private financial gain, provide and 
traffic in a technology, product, device, component, andpart thereof, that was primarily designed and 
produced for the purpose of circumventing protection afforded by a technological measure that 
effectively protected a right of a copyright owner under Title 1 7 of the United States Code, in a work 
or portion thereof, in that the defendants sold a copy of the AEBPR program to an individual in the 
Northern District of California. 
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All in violation of Title 17, United States Code, Section 1201(b)(1)(A) andTitle 18, United 
States Code, Section 2. • ‘ 

COUNT FOUR: 07 U.S.C. § 1201(b)(1)(C) and 18 U.S.C. § 2 - Trafficking in Technology 

Marketed for Use in Circumventing Technology that Protects a Right of a 
Copyright Owner) 

16. Paragraphs One through Three are realleged and incorporated in Count Four. 

17~ On or about and between June 20, 2001 and July 15, 2001, both dates being 
approximate and inclusive, in Santa Clara County, in the Northern District of Califorma, and 


elsewhere, the defendants 


ELCOMLTD. 

a/k/a ELCOMSOFT CO. LTD. and 


11 did willfully, and for purposes of commercial advantage and private financial gauij offer to the public 

12 and traffic in a technology, product, device, component, and part thereof, that was marketed by the 

13 defendants and others acting in concert with the defendants with the defendants’ knowledge, for use 

14 in circumventing protection afforded by a technological measure that effectively protected a right 

15 of a copyright owner under Title 17 of the United States Code, in a work and portion thereof, in that 

16 the defendants marketed the AEBPR program in the Northern District of California. 

All in violation of Title 17, United States Code, Section 1201(b)(1)(C) and Title 18, United 

States Code, Section 2. 

COUNT FIVE : (17 U.S.C. § 1201(b)(1)(C) and 18 U.S.C. § 2 - Trafficking in Technology 

Marketed for Use in Circumventing Technology that Protects a Right of a 
Copyright Owner) 

1 8. Paragraphs One through Three are realleged and incorporated in Count Five. , 

19. On or about June 26, 2001, in Santa Clara County, in the Northern District of 
California, and elsewhere, the defendants 

ELCOMLTD. 

a/k/a ELCOMSOFT CO. LTD. and • 

did willfully, and for purposes of commercial advantage and private financial gain, provide and 
traffic in a technology, product, device, component, and part thereof, that was marketed by the 
defendants and others acting in concert with the defendants with the defendants’ knowledge, for use 
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5 

6 

7 

8 

9 

10 


in circumventing protection afforded by a technological measure that effectively protected a right 
of a copyright owner imder Title 17 of the United States Code, in a work and portion thereof, in that 
the defendants sold a copy of the AEBPR program in the Northern District of California. 

All in violation of Title 17, United States Code, Section 1201(b)(1)(C) and Title 18, United 
States Code, Section 2. 


DATED: 




ROBERT S. MUELLER, m 
United States Attorney 
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FILE NUMBER 295F-SF-1 30304 


FOLLOWING SERIAL(S) REMOVED FROM CASE 
FILE AND DESTROYED IN ACCORDANCE WITH 
THE AUTHORITY CONTAINED IN NATIONAL 
ARCHIVES JOB NUMBER Nl-65-88-03. (SEE 
BUFILE 66-19087-237) 


SERIAL(S)# M. 
DESTROYEDBY: MLF 
DATE: 6/28/07 


515 (R ev. 8*1-00) 

n Squad supervisor approval 
y (please initial) 


■ Accomplishment Report 

Accomplishment must be reported and loaded into lSf^v\ 
within 30 days from date of accomplishment) 


Accomplishment involves: 
(check all that apply) 


Drugs □ 

A Fugitive □ 

Bankruptcy Fraud □ 

Computer Fraud/Abuse □ 
Corruption of Public Officials □ 
Money Laundering , □ 
Sub Invest Asst by FO (s) □ 


Date Prepared 
Date Loaded 
Data Loader’s Initial 


— — 


File Number 




Asst- FO(s) , , . 

A. B, C. D 


Task Force 


Assisting Agencies x* 









Investigative Assistance 
1-Used, but did not help 
2 -Helped, minimally 

For Sub. Invest. Assist, by other FO (s) indicate 


or Technique Used 

3 - Helped, substantialiy 

4 • Absolutely essential 
A.B.C.D for corresponding FO 


Rate FO 

tAT 

Rate FO 

lAT 

Rate FO 

lAT 


Fin. Analyst 



UCO • Group I - 

zB 

Aircraft Asst 

■ 

Lab. Reid Sup 


UCO- Group II 

■ 

Computer 


Pen Registers 


UCO - Nat. Back 


Consen Mon. 


Photo Cover. 

■m 

NCAVC/VI-CAF 


Elsur/FISC 

■ 

Polygraph 


Crim/NS Intel Asst 


EIsur/T.m 


Search Warrant 

H 

Crisis Neg. - Fed. 

y 

Eng. Field Spt 

■ 

Show Money 


Crisis Neg. - Local 


Eng, Tape Ex 

□ 

SOG Asst 


ERT Asst 

m 

Legats Asst 

■ 

Swat Team 


Butte - ITC 


Evid Purchase 

iB 

Tech. Ag/Equlp, 

^B 

Sav-ITC 


Int/CW Info 

tfl 

Phone Toll Rec 

Poc-ITC 


FtMon.-nrC 


For. Lang Asst. 


Non FBI Ub Ex 


Vict-Witn Coor 





A. Complaint / Information / Indictment 
^^^ederal □ Local □ International 

Complaint Date: 

Check if Civil Rico Complaint □ 
Information Date: , t 

. Indictment Date: Sn 2/^ / 


B. Locate/ Arrest 

Q Federal □ Local □ International 
Subject Priority: DA □ B QO 

Locate Date: 

Arrest Date: 

□ Subject Resisted Arrest 

□ Subject Arrested was Armed 


F. Conviction 

□ Federal □ Local □ International 

Conviction Date: 

Subject Description Code: •( )• 

For 6F, G, H-lnclude Agency Code 

□ Felony or □ Misdemeanor 

□ Plea or □ Trial’ 


J. Civil Rico Matters Date: . 
Also Complete "Section G" 
Other Civil Matters Date:^ 

Judgment 

Judicial Outcome 

Amount $ ^ 

Suspension: Years 


Months . 


.Judicial District:. 


G. U.S* Code Violation 

Required for sections A,B,F,and J 
(Federal Only) 

Title Section # Counts 

7^ L 


C. Summons Date: 

□ Federal □ Local 


Recovery/Restitution/PELP X 

□ Federal □ Local □ Internationa! 

Recovery Date: 

Code • y Amount $ 

Code • ^ Amount $ 

Restitution Date: 

□ Court Ordered Q Pretrial Diversion 

Code • i/ Amount $ 

PELP Date: 

Code • y Amount $ 



K. Administrative Sanction Date: _ 

Subject Description Code ^ 

Type: Length: 

□ Suspension □ Permanent 

□ Debarment or 

□ Injunction Year M( 


Months . 


H. Sentence Date; 

Sentence Type: 

In Jail: Years. 

Suspended: Years. 

Probation: Years. 

Finos: $ 


. Months . 
. Months . 
, Months . 


L. Asset Seizure Date: 

Asset Forfeiture Date: 

CATS# Mandatory 

Check one of the three: 

□ Asset Forfeiture - Administrative 

□ Asset Forfeiture - Civil Judicial 

□ Asset Forfeiture - Criminal 

Do not indicate $ value in Section D 


E. Hostage(s) Released Date: 

Released by: □Terrorist □ Other 

Number of Hostages: 

Child Located Date: 


I. Disruption/Dismantlement: 

Disruption Date: 

Dismantlement Date: 

Completion of FD-515a Side 2 Mandatory 


M. Acquittal / Dismissal / Pretrial Diversion 


Acquittal Date: 

Dismissal Date: 

Pretrial Diversion Date: . 


N. Subject Information (Required for all Sections 


Name 


excluding Section D (Recovery/P ELP)i Section E (Hostage), Section I, and Section L). 


Race^ Sex Date of Birth Social Security No. frf available 




For Indictments/Convictions only: 

□ Subject related to an LCN, Asian Organized Crime (AOC). Italian Organized Crime (IOC), Russian/Eastern European, Caribbean, or Nigerian Organized Crime Group - 

Complete FD-515a, Side 1 Blocks A-E mandatory. F-H as appropriate. ;; 

□ Subject related to an OC/Drug Organization,'^ VCMO Program National Gang Strategy target group, or a VCMQ Program National Priority Initiative target group • 

Complete FD-515a, Side 1 Blocks A-C only. . - ^ 


Additional information may be added by attaching anotheMdnrl or a plain sheet of paper for additional entries. ^ . • ' Serial No. of FD-515 

" • See codes nn rAVflrsA <:irfA = * ^ ^ - v . 


^^^^.^R^ulres 


































































For Further Instructions See: MAOP, Parj^fSections 3-5 thru 3-53, 


PROPERTY CODES RACE CODES JUDGMENT CODES 


01 

Cash 

A Asian/Pacific Islander 

a 

Consent Judgment 

02 

Stocks, Bonds or Negot. Instniments 

B Black 

CO 

Court Ordered Settlement 

03 

General Retail Merchandise 

I Indian/American 

DF 

Default Judgment 

04 

Vehicles 

U Unknown 

DI 

Dismissal 

05 

Heavy Machinery & Equipment 

W' White 

JN 

Judgment Notwithstanding 

06 

Aircraft 

X Nonindividual 

MV 

Mixed Verdict 

07 

Jewelry 



SJ 

Summary Judgment 

08 

Vessels 

AGENCY CODES 

VD 

Verdict for Defendant 

09 

Art, Antiques or Rare Collections 

* 


VP 

Verdict for Plaintiff 

11 

Real Property 

AFOIS 

Air Force Office of Special Investigations 



20 

Another 

ACIS 

Array. Criminal Investigative Service 

JUDICIAL OUTCOME 



BATF 

Bureau of Alcohol, Tobacco & Firearms 



SENTENCE TYPES 

BIA 

Bureau of Indian Affairs 

AG 

Agreement 



DCAA 

Defense Contract Audit Agency 

BR 

Barred/Removed 

CP 

Capital Punishment 

DCIS 

Defense Criminal Investigative Service 

CC 

Civil Contempt 

JS 

Jail Sentence 

DEA 

Drug Enforcement Adminis^'on 

DC 

Disciplinary Charges 

LP 

Life Parole 

DOC 

Department of Corrections 

n 

Fine 

LS 

life Sentence 

DOI 

Dept, of Interior 

PI 

Preliminary Injunction 

NS 

No Sentence (Subject is a Fugitive, 

EPA 

Environmental Protection Agency 

PR 

Temporary Restraining Order 


Insane, has Died, or is a 

FAA 

Federal Aviation Administration 

PS 

Pre-filing Settlement 


Corporation) 

FDA 

Food and Drug Administration 

RN- 

Restitution 

PB 

Probation 

HHS 

Dept, of Health & Human Services 

SP 

Suspension 

SJ 

Suspension of Jail Sentence 

HUD 

Dept of Housing & Urban Development 

VR 

Voluntary Resignation 

YC 

Youth Correction Act 

INS 

Immigration and Naturalization Service 

OT 

Other 



IRS 

Internal Revenue Service 



PELP CODES 

NASA 

NatT Aeronautics & Space Admin 

SUBJECT PRIORITY 



NBIS 

NatT NARC Border hitcrdiction 



22 

Counterfeit 

NCIS 

Naval Criminal Investigative Service 

A 

Subject wanted for crimes of violence 


Stocks/Bonds/Cunency/ 

RCMP 

Royal Canadian Mounted Police 


O.C., murder, manslaughter, forcible 


Negotiable Instruments 

SBA 

Small Business Administration 


rape) against another individual or 

23 

Countcrfeit/Piratcd Sound 

USBP 

U.S, Border Patrol 


convicted of such a crime in the past five 


Recordings or Motion Pictures 

USCG 

U;S. Coast Guard 


years 

24 

Bank Iheft Scheme Aborted 

uses 

U.S. Customs Service 



25 

Ransom, Extortion or Bribe 

USDS 

U.S. Department of State 

B 

Subject wanted for crimes involving loss 


Demand Aborted 

USMS 

U.S. Marshals Service 


or destruction of property valued in 

26 

Theft From or Fraud Against 

USPS 

U.S. Postal Service 


excess of $25,000 or convicted of such a 


Government Scheme Aborted 

USSS 

U.S. Secret Service 


crime in the past five years. 

27 

Commercial or Industrial 

USTR 

U.S. Treasury 




Theft Scheme Aborted 

LOC 

Local 

C 

All other subjects. 

30 

All Other 

CITY 

City 





COUN 

County 





ST 

State 





OTHR 

Other 




SUBJECT DESCRIPTION CODES 


ORGANIZED CRIME 
SUBJECTS 


TERRORISTS 


GOVERNMENT SUBJECTS 
(6F,6G,5H- Include Agency Code) 




4A 

Known Member of a 



1F^ 

Boss 


Terrorist Organization 

6A 

Presidential Appointee 

IG 

Underboss 

4B 

Possible Terrorist Member 

6B 

U.S. Senator/Staff 

IH 

Consigliere 


or Sympathizer 

6C 

U.S. Representative/Staff 

IJ 

Acting Boss 



6D 

Federal Judge/Magistrate 

IK 

Capodecina 

UNION MEMBERS 

6£ 

Federal Prosecutor 

IL 

Soldier 



6F 

Federal Law Enforcement Officer 



5D 

President 

6G 

Federal Employee - GS 13 & Above 

KNOWN CRIMINALS 

5E 

Vice-President 

6H 

Federal Employee - GS 12 & Below 



5F 

Treasurer 

6J 

Governor ' : 

2A 

Top Ten or 1.0. Fugitive 

5G 

Seerctary/Treasurer 

6K 

Lt Governor 

.. 2B 

Top Thief 

5H 

Executive Board Member 

6L 

State Legislator 

2C 

Top Con Man 

51 

Business Agent 

6M 

State Judge^gistrate 



5J 

Representative 

6N 

State Prosecutor 

FOREIGN NATIONALS 

5K 

Organizer 

6P 

State Law Enforcement Officer 



5L 

Business Manager 

6Q 

State - All Others - . 

3A 

Legal Alien 

5M 

Financial Secretary 

6R 

Mayor , . ; . 

- ' 3B 

Illegal Alien 

5N 

Recording Secretary 

6S 

Lo<^ Legislator 

3C 

Foreign Official W/out 

5P 

Office Manager 

6T 

Local Judge/Magistrate - ' 


Diplomatic Immunity 

5Q 

aerfc - - ^ ‘ , 

6U 

Local Prosecutor • . 

*“* 3D 

U.N. Employee W/out 

‘ ‘ ‘ 5R 

Shop Steward * "• ' 

6V 

Local Law Enforcement Officer * - — * - • ^ 


Diplomatic Immunity ° 

. 5S 

- --r_ ■--i— u- T-ji- ' CT 

hdember , 

.“ff- n - 6W 

Local - All Others • 


Foreign Student 


Trustee . 

— 5x 

County Commissioner * 

i:r-^3F 

AUOthen 

— 5U 

Other .. 

6Y 

City Councilman , 


-OTHERS 


_ BANK EMPLOYEES 


8A AU Other Subjects 

' . 8B > Company or Cotporation , . V ‘ ' 




rfe5<s«KV' 
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********** INDICTMENT *************** 
SENSITIVE / UNCLASSIFIED 



Case Number: 295B-SF-130304 
Serial No.: 


Stat Agent Name; 
Stat Agent SOC.; 


Report Date: 09/04/2001 
Accom Date.: 08/28/2001 


Does Accomplishment Involve 


Assisting Joint Agencies Assisting Agents SOC 


Subject Name 


Drugs : N | | | ELCOMSOFT 

A Fugitive : N | | 

Bankruptcy Fraud : N | | 

Computer Fraud/Abuse : N | | RA Squad Task Force 

Corruption of Public Officials: N | | 

Money Laundering : N | SJRA 14G 


Sub. Invest- Asst by Other FOs: 

Investigative Assistance or 

Technique Used 

FI NAN ANALYST 

LAB DIV EXAMS 

UCO- GROUP I 

AIRCRAFT ASST 

LAB FIELD SUP 

UCO-GROUP II 

COMPUTER ASST 

PEN REGISTERS 

UCO-OTHER 

CONSEN MONITR 

PHOTO COVERGE 

NCAVC/VI-CAP 

ELSUR/FISC 

POLYGRAPH 

CRIM/NS INTEL 

ELSUR/III 

SRCH WAR EXEC 

CRIS NEG-FED 

ENG FIELD SUP 

SHOW MONEY 

CRIS NEG-LOC 

ENG TAPE EXAM 

SOG ASST 

ERT ASST 

LEGATS ASST. 

SWAT TEAM 

BUTTE- ITC 

EVIDNCE PURCH 

TECH AG/EQUIP 

SAVANNAH- I TC 

INFORMANT/CW 

TEL TOLL RECS 

POC-WRCSC 


1 = Used, but did not help 

2 = Helped, Minimally 

3 = Helped, Substantially 

4 = Absolutely Essential 

FT. MON-NRCSC 
FOR LANG ASST 
NON FBI LAB EX 
VICT-WITN COOR 
10 WANTED FLYR 
SARS 
CART 


Indictment is for Federal, Local, or International (F/L/I)...: F 


Form FD-515a Side 2: 
Subject's Role = 


U. S. Code Violafion(s) 

Title Section Counts 


18 371 1 

17 1201 2 

18 2 2 


Subject's Criminal Activity : Business Influenced/Affected: 

If Other, Specify. . - . : If Other, Specify : 

If NON-LCN Member or Associate (M/A): • Name of Company Subject Connected with: 

Name of NON-LCN Criminal Group. . . : 

Elected/Appointed Public Official Position: 
If La Cosa Nostra (LCN) Member or Asso (M/A): If Other, Specify. : 

Name of LCN Organized Crime Group (OCG) : 

Position in LCN OCG : 

Name of Union: 

Union Affi liation: 

If Other, Specify: 
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Level of Union. . . . : 
If Local, Give Number: 



■i. i 

(Rev. 08-28-2000) 


FEDERAL BUREAU OF INVESTIGATION 

Date; 09/05/2001 


Precedence ; PRIORITY 
To; San Francisco 
From; San Francisco 


Attn; SSA 


Squad 14G/Sa: 

nJose. Resident Aaencv 

Contact; SA 


Approved By; 
Drafted By; 


\ 


Case ID #; 295B-SF-130304 Impending) / 

Title:, 



dba Elcomsoft, aka 
WWW . elcomsof t . com; 

Adobe Systems Inc. - Victim 

IPR Infringement - Copyright Infringement- 

Computer Software Matters 

Synopsis; Requests imaging of laptop computer furnished by 
victim cpmpany Adobe System s Inc. The lap top was utilized by 
Adobe Systems Inc. employee I 1 to evaluate the 

Elcomsoft program known as the Advanced eBook Processor versions 
2.1 and 2.2. This program allowed a purchaser to strip encryption 
protections from eBooks purchased from an eBook seller when the 
purchaser used Adobe eBook reader versions 2.1 and 2.2.. The 
laptop to be imaged .is identified in evidence as 295B-SF-130304-' 
1B6 . . . ■ ' 



The program unlocked certain copyright protections on 
Adobe’s eB ook Reader. Elcomsoft, a Moscow based company for whom 
[worked, had marke;^ed«^for financial compensation, a 
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OTHER NAME EXPUNGED 
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OTHER NAME EXPUNGED 


To : 
Re: 




San Pranciscl|^ From: San Francisco 

295B-SF-130304, 09/05/2001 



] Version 2 . 1 


version 2.1 of the same program authored by| 

was released in the latter part of June, 2001 and after Elcomsoft 
refused requests by Adobe Systems Inc. to cease this activity, 
Adobe Systems Inc. complained and the investigation was 
initiated. 


Elcomsoft made the program available for sale through a 
website known as Register Now, aka RegNow of Issaquah, 

Washington . 


The steps in obtaining the program were to go to the 
Elcomsoft website and download the free demo version of the 
Advanced eBook Processor to a computer which had the Adobe eBook 
Reader installed. An eBook was purchased from an electronic 
bookseller such as barnesandnoble.com or amazon.com. The free 
demo version of the Advanced eBook Processor unlocked the 
copyright protections on the eBook for free for ten percent of 
the eBook. For a $99 fee paid to Elcomsoft through the RegNow 
website, Elcomsoft would e-mail, an unlocking key to the buyer 
enabling them to unlock the copyright protections on one hundred 
percent of the book. The copyright protections that were defeated 
prevent the movement of the book text or information from one 
computer to another and allowed usage on only one platform to 
which the original eBook had been downloaded. There were other 
restrictions stripped by Elcomsoft’s program. These restrictions 
allowed the publisher to reserve the right to grant certain uses 
based upon a particular customer’s license agreement to use the 
eBook. This stripping made the book into a “naked file” which had 
no restrictions . 


Adobe Systems Inc . employee | |used a company 

laptop at company direction to evaluate versions 2,1 and 2,2 of 
the Elcomsoft Advanced eBook processor which was constructed to 
defeat digital copyright protections afforded by the Adobe eBook 
read er program, [ 


I [ pursuant to a federal grand jury subpoena for evidentiary 
purposes , 
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To: San Francis(||^ From: San Francisco 

Re: 295B-SF-130304, 09/05/2001 


LEAD (s) : 

Set Lead 1: 

SAN FRANCISCO 

AT 

Assign CART examiner to F ~ 

l and provide three 

copies of the image in CD ROM format to the case agent. It is 
requested that the entire hard drive be imaged to include all 
executable programs currently active on the drive. 


It is not necessary to recover anv slack space or 
erased files. 


It is requested that this imaging be done 
expeditiously as the case is in Discovery at this time. 



